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Abstract: 10T is the Connections of nested technologies that consist of physical objects and is used to communicate and interact or
savvy with the inner states or the external surrounding. Similarly, then community to community the communication varies, 10T
emphasis on machine to machine communication. This paper mainly enlightens the position of 10T growth In India, also contains
security issues assert and challenges. At last, this paper reports the Risk factor, security issues and challenges in Indian perspective. To be
adequate to implement technologies in an ever-growing trend demands high privacy, security, authentication, backup and recovery from
attacks. Such, evolving technologies and services convey significant economic and social benefits, although when misused pose serious
risks and threats to business, individuals and societies. The paper further will discuss various IOT security threats and privacy related
security challenges due to the vulnerabilities of connected and embedded systems and the ground working communication and silicon
technologies will give study and reasoning of evolving and upcoming 10T security technologies and most advanced level of 10T security
research directions.

IndexTerms - IOT (10T), Challenges, Interoperability, Authenticity, Technology, Threats.

l. INTRODUCTION

In the successional coming years, 10T will have leading effects on business models, infrastructure, security, and, trade standards, all
while the complete IT computing and networking organization. IOT here is enlighten of technology advancement from the previous
phases of market growth. 10T has the power and capability to accelerate the “Contributing economy.” So, as contributing new techniques
to manage and track minor things, it will also grant the sharing of new, minor and economical items insights the communities, cars,
aircrafts, and motorbikes. As, the trends go on, it will contribute entirely novel applications, that will drive new business prototypes and
profit prospects and possibilities. It drives sensors and devices to more granular levels and permits the creation of new uses, new services
new applications, and new business models that were earlier not economically feasible. It will also risky and threatening for lots of
current industries. As, Internet of Thing is a complicated, Heterogeneous linked and complementary system of Smart devices,
communication of such devices is associated among the shared Infrastructure and common standard. Privacy Protection application is the
main challenge for any of the IOT operations. A lot of security principles should be permitted at each layer for proper and productive
working of these applications. This paper mainly analysis the critiques of Security challenges, and Security Threats, Security principles,
at the application zone and it is improvement to overcome those challenges. With all this broad spectrum of IOT applications comes the
point of security and privacy. Without a trusted and inseparable 10T ecosystem, turn up with 10T applications cannot reach high demand
and may give up all their potential. This paper mainly focuses at the IOT Security threats and various applications on it. The 10T
architecture is pretended to be made up of three layers, especially are perception, Network and application layers. Also, the perspective is
to focus on the Application layer protocols. As, the application layer protocol plays a role decisive in all the 10T application, security at
this layer is very important and essential. There are many greater numbers of application layers protocols for different 10T applications.

Widespread IT Security [oT security

Widespread IT has devices which is resource rich IoT devices need to be carefully provisioned with security
measures

Widespread IT is based on resource rich devices [0T system are composed of devices having limitation in

terms of their software and hardware

For wide security and lower capabilities complex algorithm | only lightweight algorithms are preferred
are implemented
Homogeneous technology is responsible for high security [oT with heterogeneous technology produce large amount
of heterogeneous data increasing the attack surface

Table 01: Comparison of security of IT devices and 1OT devices.

I1. SECURITY CRITICAL APPLICATION AREAS OF IOT:

Security is immensely critical in almost all IOT applications that have previously been deployed or are in the growth of deployment. The
applications of 10T are expanding very rapidly and penetrating most of the industries which are in existence. Despite the fact, operators
support these 10T applications through existing networking technologies, few of these applications need more demanding security
support from technologies they use. In this section different security critical IOT applications are going to be discussed.
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2.1 Smart Cities:

Smart Cities are enhancing a reality, more than 80 cities beyond the globe are estimated to be smart by 2025. Information Security plays a
crucial role in Smart City. Smart cities comprise extensive use of evolving computation and communication resources for increasing the
comprehensive quality of life of the people. It consists of smart homes, smart traffic management, smart utilities, smart disaster
management, etc. There is huge effort to make cities smarter, and governments worldwide are supporting and encouraging their
development through various incentives. Even, the use of smart applications is planned to improve the overall quality of life of the
citizens, it arrives with a threat to the confidentiality of the citizens. Smart card assistance’s gravitate to put the card information and gain
behavior of the citizens at risk. Smart mobility applications may disclose the location indicates of the users. There are applications in
which parents can keep track of their child. Even though, if such applications are hacked, then the safety of the child can come to risk.

2.2 Smart Environment:

A smart environment is said to be a small physical world, consists of different devices, which includes actuators, sensors, displays and
computational elements exchanging and interacting information with users to provide consumers with customized, automated, and
secured services. Smart environment consists of various 10T applications namely as preventing landslides, early detection of earthquakes,
fire detection in forests, monitoring the level of snow in high altitude regions, etc. All this IOT applications are firmly familiar to the life
of human beings and animals in those areas. The government agencies convoluted in such fields will also be relying on the information
from these 1OT applications. Security ruptures and vulnerability in any field related to such IOT applications can have serious issues. In
this section, both false negatives and false positives can tend to disastrous results for such 10T applications. Therefore, smart
environment applications must be highly precise, and security breach and data tampering must be avoided.

2.3 Smart Metering and Smart Grids:

Smart metering consists of operations related to different monitoring, measurements, and management. The most common
application of smart metering is smart grids, where the electricity consumption is measured and monitored frequently. Smart
metering will be able to use in consign the problem of electricity theft. Rather, than this there are much more applications of smart
metering that is monitoring and supervising of oil, water, and also the gas levels in cisterns and storage tanks. Smart meters are also
used to supervise and enhance the performance of solar energy plants by dynamically developing the angle of solar panels to harvest
an ultimate possible solar energy. There are some 10T applications which exist and also use as smart meters to measure the water
pressure in water transport systems and to measure the weight of goods. Nonetheless, smart metering systems are vulnerable to both
cyber-attacks and physical as compared to analog meters that can be damaged only by physical attacks. Also, smart meters or
upgraded metering infrastructure (AMI) are contracted to perform functions beyond the bounds of generic energy usage recording.
In smart home area network (HAN) all electric machinery at home are connected to smart meters and the information which is
gathered from these machineries can be useful for load and cost management. Intentional intrusion in such communication systems
by the consumer or an adversary may customize the collected information, leading to financial loss for the service providers or
clients.

2.4 Security and Emergencies:

In more compressed terms for dealers, consumers, operators and end-users: “Build Secure, Buy Secure, Be Secure”. This assures an
appropriate security mechanisms and practices are implemented. Security and emergencies is in addition to an important area where
various 10T applications are being expanded. It consist of applications such as allowing exclusively authorized people in restricted
areas. Despite of this there is much more application in this domain for the monitoring of leakage of dangerous gases in industrial
areas or areas across chemical factories. Radiation levels also be calculated in the areas nearer to nuclear power reactors or cellular
base stations and signals can be generated when the radiation level is in active state. There are different buildings in which systems
have sensitive data or that house sensitive goods. Security applications will be deployed to secure sensitive data and goods. 10T
applications that detect different liquids can be used to prevent decomposition and break downs in such minor sensitive buildings.
Security breaches in various applications can also have serious risk issues and so on consequences. As for example, the culprits may
try to enter and penetrate the restricted areas by attacking the vulnerabilities in such applications.

APIs and C&C adequately manage day to day 1OT operations. They says, their centralized nature creates an immense number of
weak spots consist of: 1.Unpatched vulnerabilities, 2. weak authentication, 3. vulnerable AP.
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2.5 Smart Retail:

Smart Retail encloses the set of technological explications sanctioning us to convert a conventional physical store into an interactive
point of sale, firstly to meet the current needs of buyers brought about by the digital revolution. IOT applications are being largely
used in the retail sector. Various applications have been deployed and developed to supervise the storage conditions of the goods as
they move among the supply chain. 10T retail is also being used to overcome the following of products in the warehouses so that re-
establish can take place periodically. Various intelligent shopping sites are also being developed for the facilities provides to
customers based on their favourite-item, preferences, habits, allergies to certain components, etc. Methodologies to contribute the
experience of online shopping to offline retailers, consumers using augmented reality techniques have also been developed. Various
industries in retail have deal with security issues in deploying and using various IOT applications. Some of these industries include
JP Morgan Chase, Home Depot, Apple, and Sony. Attackers may try to compromise the 10T applications affiliated with storage
conditions of the goods and may try to send false information about the products to the consumers in order to upgrade the sale. If
security parameters are not applied in smart retail, attackers may steal the confidentiality of debit and credit card information, email-
addresses, phone numbers, for illegal purposes. Which can tends to financial losses for the customers and retailers.

2.6 Smart Agriculture and Animal Farming:

By shaping and accomplishing farming more connected and intelligent, particularity of agriculture helps to reduce complete costs
and enhance and boot the quality and quantity of products, the sustainability of agriculture and also the experience for the consumers
and vendors. Expanding control over production tends to better cost management and waste reduction. Smart farming is a farming
administration ideal concept using modern methodologies and resources to upgrade the quantity and quality of agricultural products
in superior way, which will be applicable for farmers and also for the enhancement of their farms. Smart agriculture introduce the
monitoring soil moisture, judicious irrigation in dry zones, controlling micro-climate conditions and supervising the humidity and
temperature. Handling of these advanced features in agriculture can help in achieving high yields and can save farmers from
financial crisis. Control over the temperature and humidity levels in various grain and vegetable production will be helpful in
preventing fungus and other microbial contaminants. Supervising the climate conditions can help in enhancing the vegetable and
crop harvests and quality. Similar, to crop monitoring, there are few IOT applications to supervise the activities and also the health
condition of farm, animals by connecting sensors to the animals. If these applications are compromised, then it may extend to the
theft of animals from the farm and more use of chemical may also damage the crops.

2.7 Home Automation:

Home automation is developing automation of a home, described as a smart house or smart home for future betterment. A home
automation is a system which will manage the entertainment systems, lighting, climate, and appliances. It may also refers to home
security namely alarm systems and access control. Home automation is particularly specific of the most extensively used and
deployed IOT applications. This introduce applications such as for remotely controlling electrical gadgets and tools to save energy,
systems expanded on windows and doors to detect intruders. Monitoring systems are being enforced to track water supply
consumption and energy savages, and users are being considered to consume resources and cost. Authors in their research have
proposed the use of logic based security algorithms to build up security level in houses. Intrusions are encountered by correlating the
user behaviour at major locations of the home with normal behaviour of the consumers in these locations. However, attackers may
achieve unauthorized access of the 10T devices in the house and try to damage the users.
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I1l. SOURCES OF SECURITY THREATS IN I0OT APPLICATION:

As we discussed in previous section, any IOT application can be branched into four layers: (1) sensing layer; (2) network layer; (3)
middleware layer; and (4) application layer. Any of these layers in an 10T application uses distinct technologies that bring an
immense of issues, risks and security threats.

Sensing layer Network layer

Table 02: Types of attacks on 10T.

IV. IMPROVEMENTS AND ENHANCEMENTS REQUIRED FOR UPCOMING IOT APPLICATIONS

Personal computers (PC) and smartphones have a immense of security features develop into them, namely, firewalls, anti-virus
Personal computers (PC) and smartphones have a immense of security features develop into them, namely, firewalls, anti-virus
software’s, address space randomization, etc. These safety buffers are, in general, lacking in various 10T devices that are already
exist in the market. There are various security threats that the 10T applications are facing currently. A definite framework and
standard for point-to-point IOT application is not yet available. An IOT application is not a particular application, and it is an
assembled commodity which expect work from many individuals and industries. At every point starting from sensing to the
application, usual diverse products and technologies are being used. These can consider a vital sum of actuators and sensors at the
edge nodes. There are numerous communication standards like cellular network, WiFi, IEEE, dash7, Bluetooth, etc. A handshake
methodology is enforced between all these standards. Rather than this, various connectivity technologies are being used at levels in
the similar 10T application like 6LOWPAN, wireless HART, Z-Wave, ISA100, Bluetooth, NFC, RFID, etc. Over the generic HTTP
protocol not be used in the application term of IOT. HTTP is not applicable for resource-constrained surroundings that are why, it is
heavy-weight.

V. FUTURE ANALYSIS:

The 10T framework is vulnerable and hazardous to attacks at each layer. Current phase of research in 10T is mainly concentrated on
security , authenticity, and access control protocols, but with the rapidly growth of technology it is perquisite to consolidate new
networking protocols such as IPv6 and 5G to achieve the progressive mash up of 10T topology. The major developments contributed in
IOT are mainly on small scale tying up within companies and in some limited industries. The 10T has greatly acceptable to transform in
the manner we live today. But, the headmost discipline in recognition of completely smart structures is security. If security regulates like
privacy, confidentiality, authentication, access control, end-to-end security, trust management, global policies and standards are
consigned completely, then a transformation of everything by 10T can be executed in the upcoming future. There is demand for few new
identification, wireless, software, and hardware technologies to conclude the currently open research threats in IOT like the standards for
different devices.

V1. CONCLUSION:

In this research survey, we have conferred various security threats at different layers of an 10T application. We have explained the issues
related to the sensing layer, middleware layer, gateways, network layer, and application layer. We have been discussed the existing,
current and upcoming solutions to 10T security threats. Different open issues and issues that originated from the solution itself have also
been discussed. The most advanced level of 10T security has also been analyze with some of the future research directions to enhance
and emerge the security levels is I0T. This survey is expected to serve as a beneficial resource for security enhancement for upcoming
future 10T applications.
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