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ABSTRACT— As robotics and self-sustaining systems
become an increasing number of incorporated into critical
infrastructure, ensuring their cybersecurity is paramount to
guard in opposition to each cyber and physical threats. This
paper affords an Al-pushed cybersecurity framework designed
to shield autonomous ecosystems, combining superior device
studying and computer vision strategies for comprehensive
real-time chance detection. The machine integrates core
modules: a community anomaly detection issue primarily
based on Long Short-Term Memory (LSTM) neural networks,
and a visible intrusion detection gadget utilizing YOLOV5 for
item detection and MiDaS for intensity estimation. The LSTM
model turned into trained on a large dataset of community site
visitors, attaining excessive accuracy in identifying anomalous
styles, even as the imaginative and prescient-based totally
intrusion detection gadget correctly identifies intruders and
assesses their spatial context via intensity mapping. Both
systems' outputs are displayed in real-time on an interactive
dashboard constructed the use of Plotly Dash, permitting
operators to monitor and respond to threats straight away. The
proposed framework become tested under simulated attack
situations, demonstrating low latency, high reliability, and
sturdy performance throughout both cyber and physical chance
detection. This paper highlights the ability of combining Al and
deep getting to know for securing self-reliant systems and
important infrastructure, imparting a proactive technique to
cybersecurity that addresses each cyber and physical
vulnerabilities.

Keywords: Artificial Intelligence (Al), Cybersecurity,
Robotics, Autonomous Systems, Network Anomaly Detection,
Visual Intrusion Detection, LSTM, YOLOvV5, MiDaS, Deep
Learning, Critical Infrastructure, Threat Detection, Cyber-
Physical Security.

1. INTRODUCTION

The speedy development of robotics and self-sufficient
systems has led to their increasing integration into vital
infrastructure, inclusive of business control systems (ICS),
autonomous vehicles, and smart towns. While these structures
promise extra performance and autonomy, additionally they
introduce new vulnerabilities that may be exploited by means
of malicious actors. As these structures grow to be crucial to
the functioning of society, ensuring their cybersecurity is
paramount to shield towards each cyber and bodily threats.

Traditional safety mechanisms, such as firewalls, antivirus
software, and intrusion detection systems, have largely focused
on defending against cyber-attacks. However, they often fail to
account for the bodily layer of protection, which is similarly
crucial in defensive self-reliant systems from unauthorized get
right of entry to and manipulation. Cyber-attacks concentrated
on self-sufficient systems, such as denial-of-provider (DoS)
assaults, records breaches, and malware infections, can lead to
catastrophic effects, which includes machine failure or
manipulation of crucial operations.  Simultaneously,
unauthorized bodily get right of entry to those systems—such
as hacking into a robot’s control system or breaching safety
perimeters—poses good sized threats to operational protection
and public safety. Addressing both of these assault vectors calls
for a comprehensive, multi-layered approach to protection that
goes beyond traditional cybersecurity measures.

This paper proposes an Al-pushed cybersecurity
framework designed to provide robust protection for
autonomous ecosystems through integrating both network
anomaly detection and visible intrusion detection. The
proposed machine combines Long Short-Term Memory
(LSTM) neural networks for analyzing community visitors and
figuring out anomalous styles with YOLOV5 for real-time item
detection and MiDaS for depth estimation to evaluate bodily
threats. The integration of these models enables proactive,
actual-time detection of cyber and physical threats in
independent structures, ensuring rapid reaction and mitigation.
By unifying cyber and physical protection in an unmarried
framework, this method ambitions to decorate the resilience
and safety of independent systems in essential infrastructure
environments.

Il. RELATED WORK

The discipline of cybersecurity for independent
structures has garnered giant interest due to the growing
reliance on robotics and Al-pushed technologies in critical
infrastructure. Early efforts in autonomous gadget security
more often than not centered on cyber risk detection, utilizing
traditional methods including signature-based totally
intrusion detection and community monitoring. However,
these techniques often conflict with the dynamic nature of
contemporary cyber-assaults and fail to detect zero-day
vulnerabilities or state-of-the-art attacks. Recently, system
gaining knowledge of (ML) and deep mastering (DL)
strategies had been included into cybersecurity systems to
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deal with those obstacles. For instance, Long Short-Term
Memory (LSTM) networks have been extensively adopted
for community anomaly detection due to their potential to
model sequential dependencies in time-series statistics,
making them especially powerful in identifying unusual
styles in community visitors [1]. These fashions have proven
promise in detecting attacks inclusive of Distributed Denial
of Service (DDoS) and facts breaches in actual-time.

On the bodily safety front, imaginative and prescient-based
totally systems were hired for intrusion detection in diverse
packages, from surveillance to independent car security.
Convolutional Neural Networks (CNNs), specifically in item
detection fashions like YOLO (You Only Look Once), have
tested modern-day performance in identifying and classifying
items in real-time [2]. YOLOv5, an improved version of
YOLO, has been effectively applied for safety purposes,
supplying excessive-pace detection and excessive accuracy
for identifying intruders. In addition, depth estimation
techniques, such as MiDasS, have improved visible security
systems by using adding spatial focus, enabling the gadget to
assess the position and motion of detected items, reducing
fake positives and improving the reliability of intrusion
detection [3].

Despite those improvements, most current systems
cognizance both on cyber or bodily safety but lack an
included technique that addresses both simultaneously. This
paper bridges this hole with the aid of providing a dual-
layered security framework combining LSTM-based network
anomaly detection and YOLOv5-based totally visible
intrusion detection, providing a complete, actual-time
protection mechanism for independent structures in vital
infrastructure.

In addition to the advancements in cyber and physical
security for independent structures, several different studies
have sought to combine a couple of layers of defense the
usage of gadget learning strategies. For instance, Zhang et al.
[4] advanced a hybrid intrusion detection device (IDS) by
way of integrating Support Vector Machines (SVMs) with
deep getting to know fashions. The system mixed the
strengths of machine mastering-primarily based anomaly
detection with actual-time system tracking, accomplishing
big improvements in attack detection accuracy compared to
traditional methods. However, this examine did now not
focus on visual intrusion detection, which stays a key
vulnerability in self-sustaining environments, mainly for cell
robot structures.

Similarly, recent paintings has explored the usage of
Generative Adversarial Networks (GANs) for anomaly
detection. A study via Chen et al. [5] proposed a framework
that leverages GANSs to come across sophisticated intrusions
with the aid of producing synthetic attack situations and
figuring out patterns that deviate from everyday behaviors.
This method validated effectiveness in detecting formerly
unseen attacks however became in the main focused on cyber
threats, without integrating physical layer protection
inclusive of visible intrusion detection.

Other works have focused on enhancing the cybersecurity of
particular autonomous programs, inclusive of self-reliant
vehicles. For example, C. Song et al. [6] evolved a hybrid
cybersecurity structure for autonomous cars that incorporated
both cyber protection techniques and visible intrusion
detection the use of pc imaginative and prescient. Their
system utilized classical photograph processing techniques
along gadget studying-primarily based models for chance
detection. While a success in its software to vehicle
protection, this approach became restrained to an unmarried

software area and did no longer generalize to broader
autonomous systems in crucial infrastructure.

Furthermore, research in multi-modal safety systems has
received interest, mainly combining cybersecurity with
physical security in clever towns and industrial loT
structures. Lee et al. [7] proposed an incorporated framework
that combined sensor networks, video surveillance, and
anomaly detection for more advantageous protection in clever
towns. The system used system mastering fashions to manner
statistics from more than one sensors, imparting a holistic
view of the security panorama. However, it did now not
awareness on self-sufficient robots or critical infrastructure
wherein both cyber and bodily threats have to be addressed
concurrently.

Several studies have additionally targeted on enhancing the
rate and accuracy of real-time chance detection via the use of
side computing and Internet of Things (1oT)-enabled gadgets.
For instance, S. Sharma et al. [8] proposed an loT-based
intrusion detection gadget that applied dispensed facet
gadgets to reveal network traffic and discover safety breaches
in real-time. This technique enables reduce latency however
lacks the intensity-based totally spatial evaluation for visual
intrusion detection, that is vital for self-reliant systems
operating in dynamic, unstructured environments.

A top notch recent paintings with the aid of G. Gupta et al.
[9] explored using deep reinforcement learning (DRL) to
beautify cybersecurity in commercial manage structures
(ICS). This machine carried out DRL for predicting and
mitigating cyber-assaults on ICS, providing dynamic reaction
techniques. While successful in phrases of cyber safety, the
work did not comprise a physical protection layer, leaving the
bodily vulnerabilities of independent systems unaddressed.
Finally, a have a look at by means of M. Xie et al. [10]
proposed a multi-layered cybersecurity framework for crucial
infrastructure that mixes behavioral analytics with deep
studying strategies. The framework provided a promising
answer for detecting cyber-bodily assaults across various
infrastructure sectors. However, it targeted broadly speaking
on static security measures and did no longer provide actual-
time, adaptive responses or combine advanced item detection
for visual intrusion.

This frame of labor highlights the developing significance of
mixing cyber and bodily security features for self-sufficient
structures. While significant progress has been made in each
place individually, there's still a want for an incorporated,
actual-time cybersecurity machine that efficiently combines
network anomaly detection and visible intrusion detection to
address each cyber and bodily threats, as proposed in this

paper.

I11. PROPOSED WORK

The proposed machine provides a dual-layered, Al-pushed
cybersecurity  framework tailored for  autonomous
ecosystems and important infrastructure. It is particularly
designed to cope with the developing demanding situations
posed by using both cyber and physical security threats in
real-time. This gadget integrates two number one modules: a
community anomaly detection module making use of Long
Short-Term Memory (LSTM) neural networks, and a visual
intrusion detection module powered by way of YOLOV5 and
MiDaS for item detection and intensity estimation,
respectively.
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The cybersecurity layer is liable for figuring out anomalous
behaviors inside network site visitors. It makes use of LSTM
fashions to learn temporal styles in network hobby and flags
deviations that might suggest malicious intrusions together
with unauthorized access, statistics exfiltration, or denial-of-
carrier (DoS) assaults. A complete dataset is preprocessed
and augmented to teach the LSTM model, ensuring excessive
precision, keep in mind, and sensitivity. This layer gives
actual-time indicators and anomaly rankings for non-stop
monitoring of cyber threats.

The physical safety layer makes use of a live digital camera
feed included with YOLOV5 for actual-time item detection.
It can become aware of intrusions with the aid of detecting
unauthorized individuals or suspicious gadgets in limited
zones. To enhance spatial consciousness, the MiDaS model
is employed for intensity estimation, permitting the gadget to
correctly determine the proximity of the detected gadgets,
decreasing fake positives due to heritage noise or non-
threatening movement.

To unify these modules, an interactive dashboard advanced
with Plotly Dash gives a centralized visualization platform. It
displays live webcam feeds, community analytics, intrusion
signals, and anomaly scores in actual time, facilitating set off
choice-making by way of system directors.

Overall, this multi-modal security framework gives sturdy
and sensible safety for autonomous structures, efficaciously
securing both digital and physical perimeters. The gadget is
scalable, adaptive, and appropriate for deployment in
environments consisting of smart factories, self-sustaining
vehicle hubs, and important infrastructure networks.

Cyber Layer LSTM-based
Anomaly
Detection

l

Fusion Engine

Network Logs
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Physical Layer Camera Intrusion
Detection

!

Real-Time | _,) Alerts
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Figure .1. Proposed Work Diagram

1V. Methodology

The proposed methodology introduces an integrated Al-
driven cybersecurity framework that simultaneously
addresses both cyber and physical threats in autonomous and
important infrastructure structures. The device architecture is
split into primary additives: (1) Network Anomaly Detection
Module, and (2) Visual Intrusion Detection Module. These
modules are unified via a real-time visualization dashboard to
ensure effective monitoring, speedy reaction, and better
situational cognizance.

A. Network Anomaly Detection Using LSTM

This module specializes in tracking and figuring out cyber
anomalies in actual time by using analyzing network visitors
the usage of Long Short-Term Memory (LSTM) neural
networks, which can be properly-suitable for sequential data
and temporal sample reputation.

1) Data Preprocessing

Raw network site visitor’s facts is often noisy and
inconsistent. Preprocessing involves cleaning the dataset,
normalizing numerical features, encoding categorical
variables, and organizing the information into time-series
sequences. Public datasets including NSL-KDD, CIC-
IDS2017, or UNSW-NB15 are normally used.

2) Model Architecture

The LSTM version is structured to seize dependencies
throughout time steps, permitting it to research ordinary
conduct from ancient visitor’s patterns. The model is trained
to predict destiny sequences, and discrepancies between
predicted and actual information are used to become aware of
anomalies.

3) Anomaly scoring and detection

Reconstruction or prediction error is calculated in real time.
If the error is greater than a predetermined area, it indicates
unusual behavior, which is then marked as a possible danger.

4) Performance Matrix

Matrix is used under the ROC curve to evaluate models as
accuracy, accurate, recall, F1 score and area. LSTM is chosen
due to its high sensitivity to subtle, slow or developed attacks.

B. Visual Intrusion Detection Using YOLOV5 and
MiDaS

This module addresses physical security threats by way of
combining item detection with intensity estimation, making
it effective in actual-international surveillance scenarios.

1) Real-Time Object Detection (YOLOV5)

YOLOVS5 is a deep gaining knowledge of model recognized
for its fast and accurate object detection. It techniques live
digital camera feeds and detects intruders or unauthorized
gadgets in predefined zones, presenting low-latency
detection.

2) Depth Estimation (MiDaS)

To filter false positives and check proximity, the MiDaS
model is used for monocular depth estimation. This enables
in information whether an item or person is honestly within a
touchy range or simply within the heritage.

3) Alert Generation

When a human or suspicious item is detected within a crucial
spatial boundary, the device triggers a direct alert. The
aggregate of object popularity and intensity mapping
minimizes false alarms caused by remote or irrelevant
movement.
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C. Unified Real-Time Visualization Dashboard

To make certain actionable intelligence and operational
usability, the outputs from each cyber and bodily monitoring
modules are centralized in a Plotly Dash-based dashboard.

1) System Interface

The included device interface is advanced the use of Plotly
Dash, offering a unified, browser-primarily based dashboard
that allows seamless interplay with both the community
anomaly detection and visible intrusion detection modules.
The dashboard shows real-time digicam feeds with bounding
containers for detected intrusions, temporal anomaly scores
from the LSTM version, and alert messages with specific
timestamps.

2) Decision support

The dashboard supports fast decision -making by providing a
spontaneous and centralized approach to potential threats.
Security personnel can see the notice, inspect the visual feed
and consider network deviations in real time without
switching between equipment.

3) Scalability and portability

The dashboard is an online and designed to scale with
additional sensors or data streams. It can be distributed in
clouds, edge or rim environment, which fits different uses
such as smart factories, autonomous vehicle hubs and energy
networks.

D. Summary

This twin-layered method combines the predictive electricity
of LSTM for cyber danger detection with the spatial and
visual intelligence of YOLOv5 and MiDaS for bodily
intrusion detection. Together, they provide a comprehensive,
adaptive, and real-time protection solution for self-sufficient
and essential ecosystems, appreciably enhancing resilience
against contemporary cyber-bodily assaults.

V. RESULT AND DISCUSSION

To evaluate the overall performance and reliability of the
proposed Al-driven cybersecurity device, a series of
experiments have been conducted underneath both ordinary
and attack situations in a simulated self-sustaining
environment. The evaluation covers the overall performance
of each the LSTM-based totally community anomaly
detection module and the YOLOvV5-MiDaS based totally
visible intrusion detection module.

A. Results before Data Augmentation

Prior to applying statistics augmentation and preprocessing
techniques which include characteristic scaling, collection
padding, and class balancing, the LSTM version became
trained at the uncooked network traffic dataset. The
preliminary consequences showed huge boundaries in both
detection functionality and balance.

Table: 1 Performance Matrices (Pre-Augmentation)

Metric Value
Accuracy 79.6%
Precision 76.3%
Recall (Sensitivity) 71.8%
Specificity 84.5%
F1-Score 73.9%
ROC-AUC Score 0.812

Observations:

e Lower Recall: Indicates missed anomalies that is
crucial in cybersecurity systems.

e Moderate Precision: Many false positives had been
found, causing useless indicators.

e Unstable Training: Loss curves showed tremendous
fluctuations, hinting at underfitting due to class
imbalance.

Visual Insights (Before Augmentation)

e ROC Curve become skewed, showing a lower TPR
at not unusual thresholds.

e Real-time anomaly rankings lacked sharp
comparison between normal and atypical conduct.

B. Results after Data Augmentation

After applying information augmentation and preprocessing
techniques—together with magnificence balancing the use of
oversampling techniques, normalization of community drift
capabilities, and series padding to standardize enter lengths—
the overall performance of the LSTM-based totally anomaly
detection machine progressed considerably.

Table: 2 Performance Metrics (Post-Augmentation)

Metric Value
Accuracy 93.4%
Precision 91.2%
Recall (Sensitivity) 94.7%
Specificity 92.1%
F1-Score 92.9%
ROC-AUC Score 0.965

Observations:

e High Recall: The version became substantially extra
touchy to detecting intrusions without lacking true
anomalies.

e Improved Precision: Reduced fake positives,
improving reliability in actual- time deployments.
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e Balanced Learning: Training and validation loss
curves showed clean convergence, indicating higher
generalization.

e Improved Anomaly Scores: The real-time anomaly
plots virtually showed excessive spikes for the
duration of intrusion, aiding operator choice-
making.

Visual Insights (After Augmentation):

e The ROC Curve validated excessive proper fine
costs throughout thresholds.

e Anomaly rating line charts confirmed nicely-
separated peaks for abnormal activities.

e Dashboard signs responded as it should be and
unexpectedly to each intrusion and ordinary styles.

Real-Time Anomaly Score

Fig: 2 Real-time anomaly score plot over a 10-minute
window

The real-time anomaly score graph (Figure 2) illustrates the
dynamic behavior of the network visitors over a 10-minute
window. This visualization displays the output of the LSTM-
based totally anomaly detection version, wherein every score
corresponds to the chance of the located network hobby being
anomalous.

From the plot, we are able to pick out multiple spikes and dips
in the anomaly score. Values close to 1 imply excessive
confidence in an anomaly, whereas values toward zero
endorse normal conduct. Several factors within the graph
reach scores above 0.Eighty five, which might be interpreted
as sturdy anomaly signals and doubtlessly malicious network
activity. For instance, at around 00:05, the anomaly rating
jumps drastically, aligning with a capability intrusion
situation. The surprising drops (e.g., at 00:03 and 00:08)
display the adaptive nature of the model in distinguishing
among normal and suspicious styles, especially after an
anomalous burst. These low scores imply durations of
stabilized community traffic.

In an operational surroundings, those real-time anomaly
scores are important for system administrators. By correlating
those with other telemetry (like add/down load prices and
visible feed intrusions), this information turns into
actionable—permitting immediately indicators, logging, or
countermeasures which includes IP blocking or get admission
to restriction.

VI. CONCLUSION

The integrated Al-enhanced cybersecurity machine
demonstrates strong overall performance in each network
anomaly detection and actual-time visible intrusion tracking.
The LSTM-primarily based anomaly detection version
executed high accuracy, precision, remember, and F1-rating,
confirming its effectiveness in figuring out atypical network
behavior with minimum fake positives. Visual detection
using YOLOvV5 and MiDaS depth estimation enabled the

device to discover unauthorized individuals with spatial
context, extensively reducing blind spots and improving
situational cognizance. The dashboard effectively unified
those insights right into a real-time interface, presenting
immediate signals, live feeds, and anomaly score traits. The
consequences before and after records augmentation affirm
that augmentation improved generalization and detection
robustness. Real-world examples confirmed regular detection
of bodily intrusions and records- degree anomalies, at the
same time as low latency and green callbacks ensured prompt
device response.

Overall, the system validates the potential of mixing deep
studying fashions with actual- time visual analytics to steady
self-sufficient structures and essential infrastructure in
opposition to each cyber and physical threats.
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