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Abstract : In this global world, security is one of the essential features of any application. Every data should be protected in one
way or other. Images get hacked and manipulated by intruders or hackers. The confidential images should be protected from being
attacked. Encrypting the images protects its content. But the hackers may try to decrypt it. So inorder to avoid the hackers from
attacking the images, the image can be transformed into another image. So in this project, Reversible Image Transformation
technique is used to transform an image into another image. The contents required to transform is encrypted and embedded into the
image using Difference Expansion technique. The image after entire processing would resemble the target image used. Since
Difference Expansion is a Reversible Data Hiding technique, the data embedded can be retrieved back. The data retrieved is
decrypted and used to transform the image back to its original form. The original image is retrieved back with minimal loss in
quality. The payload that can be embedded into the image using Difference Expansion is very large when compared to other data
hiding scheme such as LSB Embedding. Moreover the quality of the image is also preserved.

IndexTerms — Image Transform, Data Embedding, security, difference expansion.

. INTRODUCTION

Nowadays most of the content, including multimedia, become online. The data is transferred across the Internet daily. Huge
amount of images and videos are uploaded and downloaded from the Internet. The privacy of the image contents have to be protected.
It is a challenging task to protect the images from being attacked. The contents of the images should also be preserved in a lossless
way.

So far, the images have been converted into an encrypted form, which attracts the hackers to try to decrypt the images to get
contents of it. The contents of the image might get lost during the convertion. But in this paper we propose a technique which
transforms the image into another image. Since this technique is reversible, the original image can be retrieved without loss in quality
of the image. The information required to transform the image have to be hidden in the image. Moreover the hidden information
should also be retrieved without any loss.

Many RDH methods on images have been proposed. In essence, all these methods can be viewed as a process of semantic lossless
compression in which some space is saved for embedding extra data by losslessly compressing the image. From the viewpoint of
compression, these methods on RDH-EI belong to the two frameworks: Framework I “vacating room after encryption (VRAE)” and
Framework II “reserving room before encryption (RRBE).”

In the framework ‘VRAE,” the cloud server embeds data by losslessly vacating room from the encrypted images by using the
idea of compressing encrypted images. Compression of encrypted data can be formulated as source coding with side information at
the decoder. In the framework “RRBE,” the image owner first empties out room by using RDH method in the plain images. After
that, the image is encrypted and outsourced to the cloud and the cloud server can freely embed data into the reserved room of the
encrypted image. The first method under RRBE framework which reserves room by embedding LSBs of some pixels into other
pixels with a traditional RDH method and then encrypts the image, so the positions of these LSBs in the encrypted image can be
used to embed data.

For both frameworks, VRAE and RRBE, the image owner will send a ciphertext-formed image to the cloud. However, the
ciphertexts with the special form of messy codes are easy to cause the attention of the cloud server who may try to dig out information
on the encryption users. In fact, the cloud server is assumed to be curious to collect information from the out-sourced files and
obviously the encrypted images are more attractive to a curious cloud server. Therefore, the fact, that the user is outsourcing
encrypted images, itself is also a kind of privacy of the user, which should be protected.
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In this paper, we propose a novel framework for RDH-EI by using reversible image transformation (RIT). RIT transfers the
semantic (content) of the original image | into the semantic of another image J , and “reversibility” means that I can be losslessly
restored from the transformed image. Therefore RIT can be viewed as a special encryption scheme, called “Semantic Transfer
Encryption.” In other words, the resultant transformed image which is also the encrypted image E(1 ) will look similar with J . The
image J is selected to be irrelevant with | but has the same size of | , and thus the content of the image | is protected. The contents
required to transform are hidden using Difference Expansion technique.

The rest of the paper is organized as follows. A method of RIT is elaborated in Section Il. Difference Expansion technique is
described in Section I11. The paper is concluded with a discussion in Section 1V.

11. AN EXAMPLE ON REVERSIBLE IMAGE TRANSFORMATION

In this section, we propose a method of RIT to encrypt spatial images, which is inspired by the technique of image transformation
proposed by Lee and Tsai [25]. Lee et al.’s method can transform the original image to a freely-selected target image with the same
size, yielding a secret-fragment-visible mosaic image defined in [24]. But the original image cannot be restored in a lossless way. It
is not reversible, so it is not suitable for the scenario of RDH-EI. We will modify Lee et al.’s method to be reversible and obtain an
encrypted image which looks like the target image.

For color images, we transform the color channel R, G, and B respectively in the same manner. So we just take gray images (one
channel) as an example to describe the method. For an original image |, we randomly select a target image J having the same size
with I from an image database.

Firstly, we divide the original image | and the target image J into N non-overlapping blocks respectively, and then pair the blocks
of I and J as a sequence such that (B1, T1), ..., (BN, TN ), where Bi is an original block of I and Ti is the corresponding target
block of J, 1 < i < N . We will transform Bi toward Ti and generate a Ti similar to Ti . After that, we replace each Ti with Ti in
the target image Jto get the transformed image J . Finally we embed some accessorial information (Al) into J with an RDH method
and generate the ultimate “encrypted image” E(I ). These Al is necessary for recovering I from J . Before being embedded, these Al
will be compressed and encrypted with a key K shared with the receiver, so only a receiver having K can decrypt E(I ). The
proposed transformation process consists of three steps: block pairing, block transformation and Al embedding. We will mainly
elaborate the first two steps in the sections and the third step is described in Section I11.

A. Block Pairing

To make the transformed image J look like target image J , we hope, after transformation, each transformed block will have close
mean and standard deviation (SD) with the target block. So we first compute the mean and SD of each block of | and J respectively.
Let a block B be a set of pixels such that B = {p1,p2, ..., pn}, and then the mean and SD of this block is calculated as follows:

| =
= ®
| x— 2
T z_il”-' =,
‘l\‘ n I

When matching blocks between original image and target im-age, we hope two blocks with closest SDs to be a pair. In Lee et
al.’s method, the blocks of original image and target image are sorted in ascending order according to their SDs respectively, and then
each original block is paired up with a corresponding target tile in turn according to the order. To recover the original image from the
transformed image, the positions of the original blocks should be recorded and embedded into the transformed image with an RDH
method. If the image is divided into N blocks, N log N bits are needed to record block indexes. Obviously, the smaller the block size
is, the better the quality of transformed image will be, but which will result in a large N . Therefore, the amount of information used
to record the index for each block may be so large that it will cause much distortion when embedding these information into the
transformed image. In fact there may not exist enough redundant space to store these additional information

To compress the block indexes, we first classify the blocks according to their SD values before pairing them up. In fact, we found
that the SD values of most blocks concentrate in a small range close to zero and the frequency quickly drops down with the increase
of the SD value. Therefore, we divide the blocks into two classes with unequal proportions: class 0 for blocks with smaller SDs, and
class 1 for blocks with larger SDs, and pair up the blocks belonging to the same class. By assigning the majority of blocks to the class
0, we can avoid the large deviation of SDs between a pair of blocks and efficiently compress the indexes at the same time.

In this paper, we propose to divide both the original and target images into non-overlapping 4 x 4 blocks and calculate the SDs of
each block. We first divide the blocks of original image | into 2 classes according to the quantile of SDs. Denote that the %a quantile
of SDs by Na. . We assign the blocks with SDs € [0, Na Jto “Class 0,” and blocks with SDs € (Na , N100 ] to “Class 1.”
And then we will scan the blocks in the raster order, i.e., from left to right and from top to bottom, and assign a class label, 0 or 1, to
each block. Next, we label the blocks of target image based on the classes’ volumes of original image. Assuming that the ith class in
the original image includes ni blocks for i = 0 or 1, we scan the target image in the raster order, and label the first n0 blocks with the
smallest SDs as Class 0, and the rest n1 blocks as Class 1. As a result, each class in the target image includes the same number of
blocks as the corresponding class in the original image. We pair the original block up with target block in the following manner. Scan
the original image and target image in raster order respectively and pair the jth block of the class i in the original image up with the
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jth block of the class I in the target image fori=0,1andj=1, ..., ni. A simple example on the proposed block pairing method is
shown in Fig. 3, in which the image only consists of 10 blocks. By setting a. = 70, we assign 7 blocks with smallest SDs into class 0,
and the rest 3 blocks into class 1 in the original image. In the target image, although the 8th and 9th block have the same SD value 5,
the 8th block is assigned to class 0 but the 9th block is assigned to the class 1, because class 0 can only include 7 blocks as determined
by the class 0 of the original image. After labeling the class indexes, we get a class index table (CIT) for original image and target
image respectively, which will be helpful for understanding the procedure of block pairing.

| £
ey

SDs

ad
-
N
A
|

(i} {b) (€}

Fig. 1.Example of block pairing. (a) Original image. (b) Target image. (c) Transformed image.

Table |
Block pairing result of the example in fig. 1
Block index of original image 1 2 3 4 5 6 7 8 9 10
Block index of target image 4 9 1 2 3 10 5 6 7 8

According to the pairing rule, the first block of the original image is paired up with the forth block of the target image, because
both of them is the first block of class 1 as shown in the CIT; the second block of original image is paired up with the ninth block
of target image, because both of them is the second block of class 1, and so on. The pairing result is listed in Table I, which can be
generated according to the CIT of original image and the CIT of the target image.

For each pair of blocks (B, T ), as we will see in the next section, the original block B will be transformed to target block T by mean
shifting and block rotation, yielding T . By replacing each T with T in the target image, the sender will generate the transformed
image. Note that both operations of mean shifting and block rotation will not change the SD value, so T has the same SD as B.
Therefore, the SDs in transformed image is only a permutation of those in original image. When classifying the blocks of
transformed image according to %a quantile of SDs, the receiver can get a CIT that is same with the CIT of target image as shown
in Fig. 1(b) and (c).

Therefore, to restore the original image from the transformed image, the receiver only needs to know the CIT of the origi-nal
image. In fact, by CIT of original image and the CIT of transformed image (which is also the CIT of target image), the receiver can
reconstruct Table | perfectly. Then according to the table he will know how to rearrange the transformed blocks to restore the
original blocks. In the example of Fig. 1, the first block of the transformed image should be put back to position 3, and the second
block should be put back to position 4 as indicated in Table I.

B. Block Transformation

By the block pairing method described above, in each pair (B, T), the two blocks have close SD values. Therefore, when
transforming B towards T , we only need a mean shifting transformation that is reversible. However, the transformation used in Lee
and Tsai’s method [25] is not reversible because it changes the mean and SD at the same time. Let the original block B = {p1 ,

p2,---,pn}, and the corresponding target block T = {p1, p2, - - -, pn }. With Eq. (1), we calculate the means of B and T and
denote them by uB and uT respectively. The transformed block T ={pl,p2, - - -, pn }is generated by the mean shifting as follows:
pi =pi+uT —uB (3)

where (uT —uB ) is the difference between the means of target block and original block. We want to shift each pixel value of original
block by amplitude (uT — uB ) and thus the transformed block has the same mean with the corresponding target block. However,
because the pixel value pi should be an integer, to keep the transformation reversible, we round the difference to be the closest
integer as

u=round(uT —uB) 4)

and shift the pixel value by u, namely, each pi is gotten by
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pi =pi+ u. (5)

Note that the pixel value pi should be an integer between 0 and 255, so the transformation (5) may result in some overflow/underflow
pixel values. To avoid such transformed blocks abstained by (5), we assume that the maximum overflow pixel value is OVmax for
u> 0 or the minimum underflow pixel value is U Nmin for u <O0. If overflow/underflow occurs in some blocks, we eliminate them
by modifying u as,

u= u+255-0Vmax, if u>0 . (6)
u—UNmin, if u<o

We use the modified u to shift the pixels of block B, and thus all the pixels’ values are controlled into the range of [0, 255].
However the range of u’s value is still very large, which cannot be efficiently compressed. Thus we further modify u as
u

A % round If wzo0

1

N
u= o
A

A % floor +2., if w<0 @)

in which the quantization step, A, is an even parameter. Then it just needs to record u = 2| u/A, by which it has the advantage of
not to record the sign of u. Because when u is an even number it means u = 0 and when u is an odd number it means u < 0. Since
when A islarge the amount of information recording u will be small but the offset between the modified u and the original u will
be large, a tradeoff must made by choosing A. We set A = 8 in the following experiments.

After shifting transformation we get a new block T . With these new blocks, we replace the corresponding blocks in the target
image and generate the transformed image J. The parameters, u and rotation directions, will be compressed, encrypted and then
embedded into the transformed image J as Al to output the “encrypted image” E(I ) called in this paper image. The transform and
anti-transformation procedures of the pro-posed method are described in Algorithm 1 and Algorithm 2 respectively.

Algorithm 1: Procedure of Transformation.

Input: An original image |

Output: The encrypted image E(I ).

1) Select a target image J having the same size as | from an image database.

2) Divide both I and J into several non-overlapping 4 x 4 blocks. Assuming that each image consists of N blocks, calculate the
mean and SD of each block.

3) Classify the blocks with %a quantile of SDs and generate CITs for | and J respectively. Pair up blocks of | with blocks of J
according the CITs as described in Section 11-A.

4)  For each block pair (Bi, Ti ) (1 < i < N ), compute the mean difference ui . Add ui to each pixel of Bi which
yields a transformed block Ti .

5) Inthe target image J, replace each block Ti with the corresponding transformed block Tifor 1 << i << N and
generate the transformed image J.

6) Collect ui ’s for all block pairs, and compress them together with the CIT of I.

7) Take the encrypted sequence as Al, and embed Al into the transformed image J with an Difference Expansion method, and
output the encrypted image E(1).

Algorithm 2: Procedure of Anti-transformation.

Input: The encrypted image E(1)
Output: The original image | .

1) Extract Al and restore the transformed image J from E(I ) with the Difference Expansion.
2) Decrypt Altoobtain CITof I ,ui(1 <i<N)and a.

3) Divide J into non-overlapping N blocks with size of 4 x 4. Calculate the SDs of blocks, and then generate the CIT of J
according to the %a quantile of SDs.

4)  According to the CITs of J and I , rearrange the blocks of J as described in Section I1-A.

5) Foreach block Ti of J for 1 < i < N, subtract ui from each pixel of Ti, and finally output the original image I .
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I11. DIFFERENCE EXPANSION

IV. The DE embedding technique involves pairing the pixels of the host image and transforming them into a low-pass image
containing the integer averages and a high-pass image containing the pixel differences. If x and y be the intensity values of a pixel-
pair, then I and h are defined as

(x+y), h=x-y (8)
2

1=

This transformation is invertible, so that the gray levels x and y can be computed from | and h
x=1+h+l ,and y=1- h (9)

2 2

An information bit b €{0,1} is embedded by appending it to the LSB of the h difference, thus creating a new LSB. The watermarked
difference is

h'=2h+b (10)
Figure 2 shows an example of embedding one bit in a pair of pixels. The resulting pixel gray-levels are calculated from the difference
(h' ) and integer average | using equation (9). For an image with n-bit pixel representation, the gray levels satisfy x, y €[0,2" —1] if
and only if hand |

he Rd (I) = [0, min(2@2"-1- D.21+1)]  (11)

where R is called the invertible region. Combining (10) and (11), we obtain the condition for a difference h to undergo DE
2h+ie R(l)fori=0,1 (12)

This condition is called the expandability condition for DE. A difference that satisfies the expandability condition is called an
expandable difference. Meanwhile, the LSB of a difference may be replaced with an information bit. This is a lossy embedding
technique since the true LSB is overwritten in the embedding process. However, in Tian’s scheme, the true LSBs of the differences
that are embedded by LSB-replacement are saved and embedded with the payload, to ensure lossless reconstruction. The LSB of a
difference can be flipped without affecting its ability to invert back to the pixel domain if and only if

2h/2+b €Rd(l)fori=0,1 (13)
This is called the changeability condition. A difference satisfying the changeability condition is called a changeable difference.
An expandable difference is also a changeable difference. An information bit b is embedded into a changeable difference as

h' =2h/2+D (14)
During embedding, differences are classified into three groups: expandable, changeable, and non-changeable. Data bits are embedded

only into expandable and changeable differences using equation (10) and (14) respectively. A location map is formed to distinguish
between the three different groups. The map is then compressed, concatenated with the payload, and then embedded into the image.
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Experiment results of test images. (a) Original image. (b) Target image. (c) Encrypted image.

(d) Watermarked image. (e) Retrieved image. (f) Final image.
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V. CONCLUSION AND FUTURE WORK

In this paper, a Reversible Image Transformation technique is proposed. In the proposed scheme, an image is successfully
transformed into another image. The data required for the transformation is hidden in the image using Difference Expansion
technique. The hidden data is retrieved back successfully.

The retrieved data is used to retrieve the original image from the transformed one with minimal loss in quality. The proposed
scheme has an advantage of using Difference Expansion for hiding the data, due to which a large amount (in bits) of payload can
be embedded into the image. All the experimental results clearly show that the proposed transformation technique is secure and
the original image can be retrieved back with minimal loss in quality of the image. To show the efficiency of proposed work it is
compared with a well-known data hiding scheme on images and experimental results show better performance with improved
image quality.

The idea of Reversible Image Transformation can be further extended to audio and video. The measures can be taken to improve
the quality of the encrypted image. The payload embedded into the image can also be increased without affecting the quality of
the image.
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