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Abstract
There are two types of cryptography private key cryptography and public key cryptography. In Private key
cryptography only single key used for encryption as well as for decryption. In Public key cryptography two
different keys, one for encryption and other for decryption are used. Nobody can decrypt the encrypted message
i.e. cipher text without this key pair. The following paper does the detailed study about RSA Algorithms.
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1. Introduction
The Cryptography is a Greek word that means “Secret Writing”. Cryptography is a technology to hide data
from Intruders on the communication channel. For Information Security many encryption algorithms are
widely used. There are two types of encryption algorithms, Public (Asymmetric or Different) key encryption
and Private (Symmetric or Same) key encryption. In Private key cryptography only single key used for
encryption as well as for decryption. In Public key cryptography two different keys, one (Public Key) for
encryption and other (Private Key) for decryption are used. RSA is a type of Public key cryptography. RSA
also uses two keys, one public key for encryption and one private key for decryption. For long key size RSA
works better.
2. Cryptography
The Cryptography is a Greek word that means “Secret Writing”. Cryptography is the process of transforming
original message (understandable data) into not understandable data (cipher text) to secure data.
Basic Terminologies —

1. Plain Text — This is the original unencrypted message that is fed into algorithm as input.

2. Cipher Text — This is encrypted text or text after transformation.

3. Encryption Algorithm — The Encryption Algorithm transforms plain text to cipher text with the help of

Encryption key.
4. Decryption Algorithm — The Decryption Algorithm Transforms Cipher text to again plain text with the

help of decryption key. Decryption is reverse process of Encryption.
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3. Private Key Cryptography
Symmetric key or same key of Private Key cryptography uses only one (Single) key for data encryption as well
as for data decryption. Both sender and receiver should aware about the secret key to encrypt and decrypt the

information in Private Key Cryptography.

Plain Text Cipher Text Plain Text
Sender ——— >  Encryption »  Decryption » Receiver

|

Figure 1: Private Key Cryptography

4. Public Key Cryptography
Public key or asymmetric key of different key cryptography uses two different keys, one key for encryption and
other key for decryption. The key used for encryption is called the public key and the key used for decryption is

called private key and should be kept secure.

Plain Text Cipher Text Plain Text
Sender ——— > Encryption »  Decryption » Receiver
Receivers Public Receivers Private

Key 7 & Key
Figure 2: Public Key Cryptography
5. RSA Algorithm
RSA algorithm involves three different phases —
Phase 1 — Key Generation
Phase 2 — Encryption
Phase 3 — Decryption
5.1 - Phase 1 — Key Generation
The Key Generation Process are described below -
Step 1 — Select 2 prime numbers P and Q. (Where P is not equal to Q)
Step 2 — Calculate N by performing N =P * Q.
Step 3 — Calculate Z by performing Z = (P-1) * (Q-1).
Step 4 — Choose D such that D is relatively prime to Z
Which means GCD (D, 2) =1
Step 5 — Determine E such that, (E*D) mod Z =1
Now Private Key is pair of numbers, Private Key = (N, D)
Public Key is also pair of numbers, Public Key = (N, E)

N is common to the Private and Public Keys and both sender and receiver know the value of N.
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5.2 - Phase 2 — Encryption

The Sender uses following algorithm to encrypt the message —
Cipher Text C = MEmod N

Where C is Cipher Text i.e. text after encryption.

M is Plain Text.

E is encryption key.

5.3 - Phase 3 — Decryption

The Receiver uses following algorithm to decrypt the message —
Plain Text M = CP mod N

Where C is Cipher Text i.e. text after encryption.

M is Plain Text.

D is decryption key.

6. Study on RSA Algorithm using Example
6.1 - Example
Step 1 — Select 2 prime numbers P=5 and Q=11. (Where P # Q)
Step 2 — Calculate N by performing N =P * Q = 5*11 = 55.
Step 3 — Calculate Z by performing Z = (P-1) * (Q-1) = (5-1)*(11-1).
Z=4*10=40
Step 4 — Choose D such that D is relatively prime to Z
Which means GCD (D, 2) =1
We select D = 3 so that GCD (3, 40) =1
Step 5 — Determine E such that, (E*D) mod Z =1
(E*3) mod 40 =1
So select E = 27
Private Key is pair of numbers, Private Key = (N, D) = (55, 3)
Public Key is pair of numbers, Public Key = (N, E) = (55, 27)
6.2 - Encryption
Cipher Text C=MEmod N
Suppose the Plain Text Value M is 2
So C = 22" mod 55
C = 134217728 mod 55
Cc=18
6.3 - Decryption
Plain Text M = C® mod N
After encryption cipher text C is 18
M = 183 mod 55
M = 5832 mod 55
M=2
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7. Conclusion

RSA algorithm is a good algorithm. Cryptography ensures the encrypted message is securely transmitted,
securely means no body can understand the received message except the authentic receiver that has the
decryption key. In this paper we have analyzed the RSA algorithm and we know that public key cryptography
has several advantages, in public key cryptography private keys are kept secret, which is increased the security.
We analyzed RSA algorithm and we observed that if the value of exponent (i.e. E and D) is high, the security

of RSA algorithm also high. so we proposed for better security in RSA algorithm select high value of exponent.
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