E 2025 | JRAR May 2025, Vol umevwld,j rlBs SBNgZAR6%) SBN 534S

IJRAR.ORG E-ISSN: 2348-1269, P-ISSN: 2349-5138

INTERNATIONAL JOURNAL OF RESEARCH AND
% ANALYTICAL REVIEWS (IJRAR) | JRAR.ORG
An International Open Access, Peer-reviewed, Refereed Journal

AA Study of dar k web mar
I n facilitatiog org

By
T. M. GOUTHAM MI THTRA
23MSESZ1
Under the guidance of
MrAHKI L JOBEL
Assistant Professor
DEPARTMENT OF FORENSI C SCI ENCE

Abstract

The I nternet has become a vital component of
Yet, beneath theseenf acesdtamemPemowasiVamel most | y
of the Internet that provides coaf ir@aedesdirvadns tiyn
structur e, natur e, and uses tefst elhleisrokd iok n Weebs ea
addresses et hical and illegal applications of |
Deep Web underground markets, and cybewmaodi me gah
crimbat nexihet Diar k Web and provide a platform f

information, and other i1l egal products and sce¢
anonymity networks |ike Tor,itdaPjoantde€&€hrehegi
di scusses cybercrimes in the Dark Web that are
mal ware, while considering the challenges of | &
osuch hidden networ ks. Through the provision o

research hopes to raise awareness and suggest a

il l egal activities in this hidden real m.

Keywadaswebl | egal mar kleit ddeoraymmiko rz eldiomle 3 ,mehi dde:
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Surface Web Google
facebook

Wikipedia
E-commerce

Blogs YouTube

Deep Web
Private forums
Netbanking

Private networks
Research papers

Other unindexed sites
Medical records

Il ntroducti on

The I nternet has finally become an absolute r
communi cat eandé hlobpye lfemam.n,It brings people toget
to a goldmine of information. But more than wha

greater and not so Vvisible:Daedp WekpeWedbmmads e:

uni ndexed material such as privat-entdgtabaséesesa
Web is a |l esser part that's intentionally conce
Acciesg the Dark Web wuswually involves using spe
(I'nvisible Internet Project), or Freenet. Thes

services without needi nrge ttohay sard e@.seTlwhy drmmelyo

ensure users
going on. Due to this,-edgedDaviviot e D nméa yh ebicalreas d

privacy, making it difficult for

haven for whistlebl ower s, journalists, and ind
provides refuge for every type of illegal actiywv
drug sales, dand financial frau

One of the central features of the 8ar br gab, ge
t hrough which anonymous buyers and sellers trad
a way for il | egadounhtienrgfseistusc,h faosr gderruygs ,st ol en i
exchanged. Most commerce on the websites occur
them virtually traceabl e. Some of thesamammmieet
sites, with customer revi ews, vendor ratings,

enf orcement agencies across the globe struggle
short orded acte.take their p

The anonymity and decentralized nature of t he
agencies globally. The networks are exploited
detected. Additionalzleyt hey bar&r Wemé ¢goodpstuiblt
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and sell compromi sed information, such as per

|l ncreasing exposure of prominent cybehangmesoasn

further complicate efforts to tackle these prob
mar kets on the Dark Web is important for <creat
online illegal trade.

Howt wor ks
Accessing the Market (Anonymousl y)
T A person downhnlToad Brmavd e& $ Ssti abehsis.o n

T He may ™HBdislas w3 3pfroicvuasceyd operating systemVYPNTr
overfdoradded anonymity.

T he viksiiotwn anar ket pl ace (e.g., a Aliphea sgane | Ja.r
Creating an Account

T He registers using a pseudonym (never his re

T He sePtGP emcfypt i messaging with vendors and p

1 The market requiresiulti -factor authentication (MFA) and may offewallet escrowsystems.

Finding a Vendor
T he browses |istings for MDMA and finds a ven
T Good reputation (lots of positive reviews).
T Ships to his country.
9 Of fisnseal thdo shipping.
Payment with Cryptocurrency
T He DbRuiytscoi n ¢moMenerovate) from a | egitimate
T He mi xes (anonymizes)t urmbd rcirrxye@gtr ¢ €erency UuUsSi
T He deposits the crypto into the marketpl ace
T He places the order and sends:

1. The product details (MDMA) .

2. AGRncrypted sh{epgng adBOebex ordead

dro)p.
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Shipping & Delivery

M The vendor packages the product using stealt
1. Vaesueuarth ed bagbkl to avoid s me
2. Hidden comparltanekiitsg i mbjienmtoxxcent( books,
3. Fake return addresses.
T The package is sent via nor mal postal servic
T The vendon r@mrcky ind(esoumebteirme s ) .
Receiving the Package
T The bwytari eves it from:
1. A home mail box (risky).
2. A drop address (e.g., empty house).
3. A feripdnads e uwhwar e.
T The package |l ooks innocent and is wuswually wun
Finalizing the Deal
9 Hechecks the product.
9 I'f satifsfniagdtdterelsesacti on on the market.
T The vendor receives payment from the escrow.
9 I f there's an ikbBeae (el g. a4 direpGt etessmp,utt h ® nn
Negative effiéedegadil c deayriknmee kk e t

Buyiangproduct from the dark web comes with s
foremostdputtbasi hggatems | i ke drugs, weapons,
arrest, criminal chargea, hiaghb aiingpdt i sgdoaamsmeemda Ny T W €
mar ket pl aces simply take the money and di sappe:
customs or | aw enforcement, |l eading to | ggalhemn

using cryptocurrency, which can be volatile and

Beyond | egal and fpisryarhoil aolgirclad k sd,opvtntsa reeisar e an

being caught. For bueswdrsd aofse darl isgpdh € chee adachigeetri voef
damage. On top of that, invol vement in dark wel
per sonal relationships if exposed.
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Anot her mayber ri ddddsspolkt 8 oklsiske Tor and PGP, one
security (li ke reusing usernames, weak password
Hackers, | aw enforcement, or even scamomartse ¢ar

Surface web

The surface web or visible web is the easily ac
world of our everyday online experience. l't"' s

successfully mapl awdngauséong sB80téEsndaand expl o
includes a vasbasedsysesemr oés webovering a wide
Picture the vVvibrammemark atpfple®qge d dkese faafstsoci al r
the knowledge repositories-bgnfi natlei tepemdy algo pd ¢
educati onal mat er i adlasl |o fc oanctaad enneidc wiintshtiint utthieo nssu
make @muiricheses, have soci al conversations, | eal
guestion into a search engine and click on a |

internet all ows for masshamimmaniarad i wnsi nead D,r ma
digital environment and all owing us to engage \
most of our online activities, makingplaf wombadu
i s t hfeadirmptportion of the internet and the mos
Deep web

The deep web, a | arge part of the internet, is

mahkhg it inaccessiqlleg iwisaacSeuegcshs abi eaychs not ne
but is often due to the requirement for access

software confiegpuwabi ossa bBhead spectrum of onli
online banking websites, cloud storage, privat
resources are deliberately koe pstafoeutu aorfd psuvebnisiict is
privacy, or | imit access to authorized users. Fo
|l ogin credential s, I's | ocated in the deep web,

protected confidenti al medi cal records are kep
intranet websites employed by companies for int
dat abases avail ablentg. Bubseriblaesd cahstyi ttihtei cemso
internet, where access controls are essential f
Dar k web

the dark web, being a part of the deep web, i s
t hrough normal search engines and browsers. |t m
Router), t o anonymil Pe audslerssaeent prioegs diamg a I
anonymity. This anonymity, as useful as it may

whistl ebl owi ng, al so serves to enabl e inlaltedgalb y:
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“.oni elne'vett opdomai n, t hat need speci al softwar e

communications platforms and discussion forums
informati on, and athree of lelgal datlkmeel@ hanad how
user activity, so both | egal and ill egal activ

means to bypassing censorship andsgoaandohgt con ¢

ri sks such as introducing mal war e, i1l egal mat f
exploring the dark web involves utmost care and
Tor

The Tor Bpaomtsieauliar abrowser used to grant anony!
especially the Dark Web. Tor, abbreviated as Th
run by volunteers, encr ylpaywgussit nfl orkma ttihcehblesdfepaae
reaching its destination. This procedure makes
and the destination of the data, thus Asmkompmossd
typical browsers |i ke Chrome or Firefox, the T
empl oysl ayenuldncryption process that reroutes t
and | ocactrieoant.e dFibrystt he U. S. Naval Research Labol
Tor has come to be a tool used by journalists,
al so grants access to.wermisan esi ttédhsa,t wvahiec moar ea cict
engines or browsers. While Tor has been popul ar

censorship and safeguarding whistleblalweasti vitt

Dar k Web. I n spite of its strong privacy functi
exit nodes, which are the |l ast relay before tra
greatenyseawsrers should disable JavaScript, not
they visit sensitive material wusing the Tor net
Advant ages Di sadvant ages
Anonymity :& TRrri vhaicd 1. Sl ow BrowsbDueg tS
addresses, maki ng elbeing routed throu
| SPs, and governmégsignificantly sl owse

activities.

2. Bypassi nig Adelnosws 2 . Exit Node Wallne
restrictive cobhbrlnodes can intercep

websites and servi ¢HTTP traffi c.

3. Secur e Commeni3. Notnéoy mguisser s
journalists, activitheir identity i f
from surveillance d@accounts or enabl e
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4 . Free and: Openai |l4. 11 egal Act:i viOf

=]

everyone without <cqgli ked t o cybercr
updates from a gl ol
5. Access :t oEnbDaabrlke sV

of .oni on sites fo

uspicious to some
Bl ocked by Mvameg

ervices reséesscto

n o] un

and anonymous commuito prevent fraud ar

6 . Prevents Tracki|6. NotFrUseedIRgquir
Bl ocks cooki es, scilconfiguration and
monitor user activisecurity to use saf
7Supports PluggabHg7 Legal: S8omée i ngyo
users bypass net wmonitor Tor usage,
government firewallfor investigation.

Hi dden wi ki

Hi dden Wi ki i's a famous directory of dark web s

surface web, where site urls are indexed by sea

which need speciealTosro fbtrwawnmsee rs utcoh vaissitth. The Hi d
to numerous hidden services, such as forums, ma

Il i nks poi nt to genuineemédsgsowr cceosnaniufino rciiast d @mg p @

journalism websites, others will guide users to
and other provocative content. There have been
some obheithegm emoved or altered based on | aw-enf

editost aeudWdo ki pediasual ly targeted by spammer s
Users browsing the Hidderm Wilki kneaagd otho slpe cv dri \

of malicious content or even illegal operations
|l 1l egal markets in darkweb

The darknet contains illegal mar ket pl aces wher
anonymous| yveurndoefr ntentewocrok s such as Tor. These bl
ordinary marketpl aces but deal i n contraband
document s, firear ms, and compumar kétac kt egdt bol
cryptocurrencies such as Bitcoin or Moner o, w h
financial transactions. The nature of these mar
custoeerews, building a sense of trust in an en
action by | aw agencies to shut down such pl atfc
cropping up to fil Ihatvhee bgeaepns slheuftt dboyw nt. h oTshee tphrae
dangerous, as it spreads cybercrime and the sal
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Dark Web 111 egal Mar kets and Their I mpact on So

1l egal mar ket pl aces on the idlalrikciwtebgpoddwi dmed p
dangerous to society. These -hmasged.tesni ouns uvad H syi tce

purchase and sell drugs, counterfeit money, Stc
seiroves such as contract killings. The transact.i
Moner o, which guaéaugmtdselalacmron.ymi ty to

One of the most infamous dark web mar ketfsorwa sb eS
Sshut down by the FBI. Despite |l aw enforcement c
it difficult to permanently eliminate them. The

including:
1. Drug Trlalflfeg&li ngnl i ne sales promote substance

able to get access to hazardous dpagplseuch as f

2. CybeirPcerrismmenal i nfor mat iamk saodowmnt s£,0 mpo tbdmnaskrews

in identity theft and financial fraud.

3.Violence iahnd elaernsorainsdn expl osi ves are traded,

terrori st net wor ks.

4. Human EXQ@é roti 4 ian iawarakred pilnavcol ved i n human traff
peopl e.
5Deterioration DThe adva rEkn fwe lc einse natnonymous, makin

agencies to trace criminals.

Dark web Intelligence Global Market Report

2025
$1.66 billion
The Business| i 1‘|
F pany 0,
o 'ho
oh®
=
S
$0.76 ‘g
billion L
$0.63 £
billion N
w
2
5
s

2024 2025
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Review of |l i teratur e

1.
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c
d
d
p
c
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t
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p

M ChdwkrofalTransportatliohorSmatuiron yan@202a@mmur
| CTs) , particularly the internet, have trans
reakt hroughs ofnf etrteids garee@ad Itbawnef ictosn,s ehgawmean tc & Is
esul ted. One example of the | atter is the s
nt eéoramseetd t echni ques. Two key reasons for this
f i Abtaestemdatdi ng pl at f or msh avRe csehnawnd etvhed to panend re
onsiderable use of the dark web to expand il |
oncern. According to globaltiscarpaytss @osfudsg
rugs online. Law enforcement agencies are co
[
I
u
h
rt
I
h

e

=

upt mass criminals and prevent <c¢crime on t

frortmlse @t her hantder maism@aaomti nomadr @ ngal es

~—+

omers and suppliers migrate to other trad:e

T u 9 u C
—

i mportance of a tewmémwooalogieagqll gt oopubtama

cle seeks to address awa @mmaviyde drmeo Vv eer
ckchain technol ognet hdalsomd, pwe cdxasli aign dir e

paper concludes by discussing the future

o @d O

ommendations to regulate drug trafficking

E Kermitsis, D Kavalél-DaraewebDURYUsst abaphet masy d
| aces, which are operating in the Dark Web.

most popular recently active darknet markets

p
a

a
C

(0]

rovide, the vauriroaurscidesgiavadi Ilcabylpg oas t he onl
nd the type of charges and payments which are
nd sellers anonymously within tthers pmd s erret o a:
oordinated and efficient actions of European
rading of these markets as well as the trend
or allrstakhkebbVdd.

S He, -Rr dleeetMi hgs of the 2né&, i2nlbted .nsattriocomga la
nd -theardck mechanisms of the dark web provide

he dar k web qgiusendilweruspedaaredd .f rTe adi t i o nsacd aldea rw

ages for supervised training. However, the d
he time consumption of manually ¢abrémningr eavede
aper, we propose a method that can effective

elying on the massive dark web training set,

f 11 lietgiaed s atca itvr ain the machine | earning cl as
n the areas of pornography, drugs, weapons, F
ocuments from the Uni tterdai Sti antge sa nGlo dceo nfdaurc t s uap
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on the 111 egal content of the real dar k -wkekl

feature extraction and Naive Bayes <cl assifier

envnment . OQur approach all ows researchers and
dark web corpus contains such il l egal activit
care about i n order tloedealt ewdb saintde snoinn ta rt ipmd le
a |l arge training set nor the seed keywords p
provides another idea for the definitionemde il
hel p explore and discover new types of ill egal
4 . A Baravalle, -MO16opekzEE SIVE tédhe ei2nltie6r.h &€ d mesl
government al bodi es have been futlidcecdsy. tShadrntg
closing of "The Sil k Road" by the FBI and Eu

Through the combination of cryptocurrencies al

can anonymousltypltaaeef om ial Imag&le i tems without

a research carried out to gain insights on
mar ket pl aces for drugs, fake ids amdlIwagdpgomsn
of the market, there is a clear preponderance
sale. The ready availability of counterfeit d
of the maoketi,esrraiFsemsaal |l y, the role of organiz

5. K Godawatte, éM-2Ral20at h Ml riéa, rt re2zz@ay demactr i mes ¢

criminals widely use dar k web awad disl Iteigea lwofru d

than half of the criminal activities and the
cryptocurrency, selling human organs, red roor
and hacknegr ss,ofhtawcakrie and mal ware progr ams, et c.
NSA, I nterpol , Mossad, FSB etc, are always <co

trace down the mass criminals Baahd terroriatsi\

i s about the dark web marketing and surveill ai
web access with securely and how the | aw enfo
wi th teriroaurr shbeanad acti vities. Moreover, the pa

the dark web jihadist services and anonymous |

6 . S Shar ma, RIJSRarmasi &€ Stcé,ghx@®e 8&r Cireismmidyoa In ot
the content of deep web. Since deep web pages
regul ar sear c iGoeonggli enee sD asrukc hWeabs, on t he ot henrn ha

if the user kmdwst ,t hbkee ovaayse tiot €xi st s on an al i

| ayer enables the individuals to breed anonymi
and bad purposes. Dark Web has beedi saitsreidb utoir
pornography, hacking rings, money | aundering, ¢
to il l egal activities which are very difficul
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estimatend |t o olmes . i Fieghtooirmg MNamadot o keep a checl
abuse and illegal drugs online is the need of
online and | aws breachetd. nSwnwayist aing tmmgdmnt
addicti on. 't is important to make sure that

7. LI -BGRVIc®aRevista LatinoamellDdadundedeobBs eudi
interest i muandragnaderaf falcki ng carried out ov
a systematic and succinct fashion, the princi
To this end, the articl ee Wiilrlstb,e slh o/ritdeerd g end toi
t he diAfdwelfesnt he i nternet. The second, | onger
characteristimas keft st hdseremguptde t hese wolttsde
the security measures and mechanisms that the
capabilities and | imits; their i mpact on var.i
narcoti cs thheam; atrhee sporlodf iolne tof the buyers and
designed by states to |Iimit them. The achieve

andt@date work written about ehmatsuwubpkct will

8. A MAgnhaacfCriminologica: Afkri,c2i@h¥F¥suanali codbe C
the internet usage by the prototype of wunderg
the internetTlcald=tda!Bliil kxhmRemtd.of this website
by the exi sctaelmirecd k@ H)Nettda ek 6(We bpor ti on of the De
seaaldfrbd Oni dhTARRuUuteystem of anoowysmous oedeor k
drug purchase and transaction paBimeabhibsy aretainc
traces how the US authorities stopped the op
operator/ waboandmini 210015 )dDr Raodk sPiUrlbdbirea c Ré b & etk sa u
acron®m&pPih charges of money | aundering, drug
I n | essydéedirazn UWiwor i cht had ma-daagrke dd rtuog boupielrda ta or
@ aki ngofdotwne Si-m&r Retapll avedd f or 111l icit drugs
this di@op®peéeppsapg es that continued to sell al
Taslkh mMmTeett akpe 68Blcolwln Road with Operation Mérdd IR
drug operations, had i mplemented <classic cyb
techniques, i n adceve fdiemratg ati m shuiUll drd cshttrd@grl@iyn ¢
tactics in exploiti rdgr eaakhpou ttehre VvSu Il rke rRaobaidl isteirev
transactions for {idlel sad £ dmdodn tydhemn diséulnit cuatc eldalrbhl e
had made a numbér ol sdhnalaimewed!|t he US author
penetrate the Silk Road servers. T h énsaet enddt d sgen it

against him as the eSialbk eRoadeompewmatsercuamr a coO
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9. J

i n a

onl i
dar k
t hes

asso

R Harri e@qnDdréRa tiRidvinés of t he internet as
shi ft I n the ill egal wildlife tradeer hnsc

ne trade of wildlife wil!/ move onto the d.
web, we downl oaded and archived 9852 ite

e based onrdslasdowmifatled wietyltwoi | | egal onl i

ciated with illegally traded el ephant AVANe

known to be illegally traded on ther gdiam k twe bg

exte
i1l e
whi c
on t

succ

10.
by t
t hey
ent i
own
part
was
busi
wi t h
i nfl
We b .

coun

11.
mar k
and
of t
of a

Il n t
key
adve
gene
t he

nt of the trade. Of these 121 keywords, 4
gal wildlife trade. This sole case was the
h mlaxnolgaelnliw properties. This negligible |
he dark web relative to the open and inc

essful enf orcement agsuns$tcel webpal wildli-

H Mazié,-Thd Mi sdeves e, | 2880Oueciboomy of a cou
he variety of businesses that thrive in it
foll ow speci fier mnud netss sient whoircthh tbhye yt hoep eg
rely different story when the competitors
rul es. The black market has | ong provi de:
icul ar geographic area, and very few thri
i ntroduced. The Dark Web has provided to
ness outside of tbhleacrk gneaorgkreatp hhyc iltosceltfi oa
whom they share the same geographic &l oc
uence to a global scale. This paper fargt,
Then, it presents how both the Bl ack Mar|l

tries am@deoonbmg wer bdwhol e.

A Bar avaWelbe,| nSVW rlmad i on 1M SStEe ngs) 1BN@QAh &l e we
eéesbedan, for a while now, at the centre o
fall of The Sil k Road, more and more mar k¢
hese markets to cognepemnnindg@gramdients poft | prgdduyc
round $88M) during our analysis, and $590|

his paper we describe the spider that we
findings of our data analysis. The dat@® ar
rts, its sellers and its categories. The
ral trend andi clheampme air eboifng ta majsqgr iwthy ¢

United Kingdom are the most active countr
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12. H Zha2aa@20 FI ZBlE 6t h i nt er,n a&2t0iRBn aDla rcko NAledds @ 18 ¢
content basedowmmum@anoaty momssystems that protec:H
technol ogies such as traffic encryption, obf
anonymity, the Dark Web has gr aduaildtyr ibewtoimen t
content and bannedsitemsovdhagede iimmtelhde wbdr k W
| ack of compdepehmsiavnal gsdsi mand r es e arecpht hmaoDtair vk
research. OarthcbkebasbabyzebBiand summari zes t he
technol ogy, Dark Web research methods and Fese
sear ch.

13. R Liggett, JR LEke Ral Rodafg, hMWd®eoblkr aad a
of the I nternet and mobile technologies has al
the many | egitimate goods and services provid
prol df emdti ene. ITTicit online markets capitald]i
creating challenges and difficulties for | aw e
of the Dark Web and tboerelicnermatkeéet $ eompemnati o
drugs, firear ms, cybercrime services, and chi
Dark Web marketplace, although several o0$ theae
are publicly accessible. Special attention 1is
14. B MeehamRevNeWwarmerLaw & Economics, 2023.

marijuana markets iecrseazred!|viUodSe Sce¢ hibredMarxive g
mar kets for production and distribution disple
trafficking and distribution decreamesgi RPgi bnr
for drug distribution: online anonymous mar Ke¢
occurrefbacgrk otMeibsd result in reduced drug cart
use this substunmtawayetiwoomk tme cart el di stri
the relationship between border violence and
a difference in differences modelU. We i e€xa rmiom«
away from the border during the emergence of

mar kets allows us to measure changes in Dark
evidence thak Wehbe marskeetipn alkeers results i n cri
rel atiberderncounti es.

15. A El Bahrawy, L Al essand$beitemt i fLi cRursenpaccr, t s
mar ket pl aces are websittes whatdsf amial int gt a1 st ma
mar ket puaceguhnanteed, t hey do snootp oolfifceer raaniyd su sael
cause | arge | osses to marketplace particrpanbpse
of dark web marketpl aces. Her e, we i nvestigat
itself foll owing marketplace closures. We anal
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by inspecting 133

who move their tr

users conhtriaduegthetrvity

mEmbngn3Bi Mcoi hohfmag e as®n gk

ading activity

to

a

on a single

di fferen
ctoreex i ksitg

trading vol ume. User migration is swift and t
although individual mar ket pl aces mi ght appear
systemic resilience.
16. S KaurwaVé rRanedshsa Per sonal Communicati ons, y
our day to day |ife. It has become an ntegr a
untraceabl e hidden | ayer of tbhstbnteeamet awliec
i nformation. But there are number of ncident
the criminal and il l egal activities i a hidd
browsewhich are used to access dark web are p
such as features, advantages, disadvantages ar
of attacks, exploits daher malhwar els fferahsot ppe
over the Dark Web are dis

activities and

17. G WebBtmadines i n

i nciwleintls take pl ace
f

can take

appropriate

preven:

Conf | iTcaty |& rT e&TrHoar atrsam,ms2.0Dle6e p

to the c

search e

ng the

Net, Invisible Web, or Dark Web refer

search engines. One can descsri e ptelaey elrnt eorrn e tl
Web, can easily be accesf@edcdmsmry ereg,ultalre sea@amtcen
have not been indexed by traditional

semi nabtnptaper Deep Web, compared searchi

t he ocean: a great deal may be caught

therefore missed.

engines are unabl

18. G WePmaspectiyv
We b, or Dark Web
engines. The deep

been intentionall

was discoveredort oanmeegdmoidoryg i s&iyr dri st s:

f ound. Il n contras
cl osure of t hese

Web for communi c a

i n the

I n factwuyrimasti aof diohvem Wenb 's9 t

e to access it.

es dAdSTORr or iThm,

refer t o

est | ayers

y conscseal ad

t 20 Iné

Deep W

the cont egntstoamdtah a
Deep Web, :

of t he

i méloudiamgonl MTaega

they ¢

decentr al

pl atf ootmsr oThisd &

storing il
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19. N Tavabi, N BarThédegpandA dakwebl(d2wek) refes to 8notediaccess web
sites that require registration, authentiaati, or more complex encryption protocols to access them. These
web sites serve as hubs for a variety of illicit activities: to trade drugs, stolen user credentials, hackin
tools, and to coordinate attacks and manipulation campaigns. Despite its impotbarydger crime, the

d2web has not been systematically investigated. In this paper, we study a large corpus of messages pc
to 80 d2web forums over a period of more than a year. We identify topics of discussion using LDA a
use a nofparametric HMM tanodel the evolution of topics across forums. Then, we examine the dynami
patterns of discussion and identify forums with similar patterns. We show that our approach surface
hidden similarities across different forums and can help identify anomaloussewerthis rich,

heterogeneous data.

20J DaCiWisiMs Crar-mamgi t al | nveBlts ggwitaron, RDeladBr ¢ h
strucdar & ®Vabbh as Tor has | argely focused up
agaissiti @as of categories, sometimes using thes:s
crawl s. Such an approach is adequate for est
specialised tasks withinhrabeihgelyd eki bawngntf e
online has tended to focus wupon particular cri
capabl e of holistic representation and DODhosec
a taxonomy | imits interoperability between age
tool s.

21D.R Ha,DrLi Rod eQotnss erév,at2ibdné . of t he internet as

in a shift in the i1l egal wildlife trade. Il nc
onlne trade of wildlife wild.l move onto the dar
dark web, we downl oaded and archived 9852 ite
these based on a | istitdhf il12lkglkdywnrldaneasvdddilart
associated with illegally traded el ephant VAo
known to be illegally traded on the dar kr ewetbh e

extent of the trade. Of these 121 keywords, 4

il legal wildlife trade. This sole case was the
which has haltuesnogknscnpgbpgrble | evel of ac
on the dark web relative to the open and 1inc
successful enforcement against illegal wildli-

22S. He, Y -Pleoc™Medings of the 2néd i2nlthedr.nsa trioonnga la
and théardck mechanisms of the dark web provide
the dark web is dieér s€r acnidt iforagluedad ysuphadciv

pages for supervised training. However, the d
the time consumption of manually | abelarncgh.welbn
paper, we propose a method that can effective
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relying on the massive dark web training set,

of illegalnathevmachksneol eaaning classifiers &
I n the areas of pornography, drugs, weapons, |
documents from the United Stcaanedsu cQo dee cfloars ssiufpi
on the 111l egal content of the real dar k -wkel
feature extraction and Napve Bayes <classifier
environmpptoa®©lralal ows researchers and the ne
dark web corpus contains such il Il egal activit
care about in order to detegecitnaadt moael y omampmoee
a |l arge training set nor the seed keywords p
provides another idea for the definition of i
heeppl ore and discover new types of ill egal a

238. LeéeYnplh Kany XikKe rnR6t h Annuéal RefL@ork

The Dark Web is notorious for being a major d
goods. Perpetrators have also used cryptocurr
their identities. tTdhaetdd mdatead «fovtehea g@aralkh dWeohu
to conddept mni mnmestigative study to understan
Dark Web. We designed and i mplemented MFScope
extracts cryptocurrency i nformati on, and ana
Specifically, MFScope coll ected more than 27
uni que cryptocurrency addressrs. flor Bhemochas

identify trades of illicit goods and traced ¢
on the Dark Web. Il n total, wusing MFScope we di
Dar kb Weer e used with malicious intent; their m
sent a |l arge sum of their money to sever al p
Further mor e, wweorplrde suennlta wfduelmoseeartwriactees tahned r Bi t
which helps in understanding their marketing

24. Bar dhSallEpWz L-e2e0 1 6 | EEE 1 6 téh I2ritire6r. b & €1 d naasl
gover nmantesl hbave been futilely trying to fight
closing of "The Sil k Road" by the FBI and Eu
Through the combination of crypitogcuprenacc @lss aa
can anonymously trade in a marketplace for il
a research <carried out to gain insights on
mar ket plagse,s ffaoake drds and weapons on the Inter
of the market, there is a clear preponderance

sale. The ready avail abiltihttey omlakeowmpt ¢ ofreiat ma

of the market, rai ses worries. Finally, the rc
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2A. Maddd xBaMr AAlglt-enCommuni cati on & Society, 201

This paper expl oirreosu gahc tSiiviiks nRoeanda, c tae dnotw def unc
were sold in the dark web. Drawing on a digi:
constructive activism to extend the | exc¢cfcioni «
Moni toring of the cryptomarket took place bet\
and after the closure of the marketplace we ¢

reported buying dr)ugsThoenseSiilnkk eRoae@wg 1 were c

interactively through encrypted instant messa
technol ogi cal tools needed to access Silk Ro
pacitpants Silk Road was not just a mar ket for
freedom within a | ibertarian phil osophi cal f

behaviours were encourageednapdblsiuppactiedi smean
and the need to hide one's identity as a dr uc
community actions that internalized these pol
ae intendewotrtnlod hpwlei trieaa | effects. Most aptly
prefigurative politics, they sought to transf

socially engineer rae anhortey,p ewrhmicshs imvee rceifeirt alo a
26). Weber, EWTKrenmi@slgearng ezre d 1CGrpirmen,g e 01 9

Onl 01 1October 2018, the 10th Research Conferenc
Thi sydadreme i maaaketMs : The Dark Web, Money. La
Researchers, practitioners and policy makers ¢
This article | ooks into recent devel opmean tod

conference
27. F -Bemetokcan Journal of -Qualri bagi ve Resear c

Drug trafficking on darknet based marketpl ace:

activities, recentl y. Eovrelny tah otuignhy Dfarrakcntairokne t osf

are changing the drug markets soci al net wor ks
and buyers of drugs. The aim of tlde co ssysutdegm ie
previous |iterature regarding these new mar ke:!
with these new technologies, and the role of o
to understand how eadn dOGvhoent htehre sies ciytb ernvdorlug ma
Despite opinions of part of the academy, the
invol vement of OC as vendors in dar knmaaglketasf (
darknet drug trafficking, aengdwoppslier of 111 e
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8. A Nicas200,268MybDanmrdgianci s.com . This book ex
nd evolved 4+enxpaymnce nwi tt le addveor 6 gi popuudaupdmage
perations. |t shows how organized crime oper
ynamic interactive system with | egitimate on

making them attractive to a new generation

» ©®© o o o Nluv

—+

d

nd Georgian criminal groups and drug cartels
his book aims to descmdbthandoriiphaii ny thfe omle
n

to consideration whether or not i nternet cu

crime and if so how, and thus how t he s haiffftecit
its actwual 1i1llegal activities. We also consi d
to the virtual, how cybercrime has all owed cr

how the police gawnsiseotgaminnédgyr iame.

29. JR Lee, TJ-JbBalrtnal Oo$SmiCrnondaphdr J&sEramvci &
enforcement agencies have made multiple arres
platforms isB theemrttyaasactaons may violate n
Despite its market presence and gr owt h, resea
especially as it relates to howef ifraecaromss atrhea |
price point. Given this gap in the I|iterature
across 20 Dark Web vendors operating in both
modell iocfi ti lIweapons. Analyses revealed that | or
|l i sted ©prices t fansutglgeisrt echamweftaadtiurperri ce ( MS|
advertised prices than theircoME®mmasdaedsregnaf
of fiépeacemspoint for both handguns and | ong g
only signifiGpanmntcef poimandghesi mplications of

onflee mar ket operations are discussed in detail

30. R Rawat, AS Raj @&wdthnnoVaMaboge,,  RVOVEAkRawgeEC:
mainstream use of the I nternet and mobile te
gl obal i zeesd. rBeys oluaawi ng t he numerous | awf ul des
unregul ated cyber terrorist and hacking marke
web store and markets are capetdakkizshgnoae ohe
probl ems, hi dden unsecure environment and obs

work offers a summary of the anonymous cri me |

Il nt erneatafdricki ng, human trafficking, terroris
hacking, organ trafficking, cracked key distri
and forum discussion, fweaponanordreedi andarcgbed
mar kets in the Dark Web. The work presented |
evaluation of hidden I inks for anal ysi sr enidthe
signatures and posts put | ight on the negati ve
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and methods use for

dat a

crawling,

pattern

r e

by terrorist orgasiozationet woakpaighfogmonsi nq

fundraising and radicalization.

31. S Kabdaur BalGoof Economic Criminology, The
invisible on the street cagnmar Bsetdhgpeb@madk m
criminogenic attributes of drug trafficking

(OCGs) to make use of technology t further i
hel pptian ni ng anonymity to an extent and makes
dearth of |literature explaining the increase |
of its kind, this papaffackhsngt bgt OCEsEnNngnt bey
said conundrum by applying Rational Choice The
of dealing drugs online as the benefitlse agdtaer
costs, such as getting arrested. Through a qus:
the participants on cryptomarkets have | oose

vol umi nous syala shamdef uda doef bentrepreneurs who h
small er groups to minimize he risks. RCT best
due tidbenedtit anBll ysviser 2023

32. M van ddrokB-ramdeerc,riMmMeB i n conéexe®Bdaes é uor
growing incidence and increasing technical S0
some have begun t | abel it as o9 glaintitzled tco i ane
of the phenomenon. To gain a more detailed in
conceptual framework suggested by Von Lampe (
structur ¢ ® gatwvde renxatnrcae. Sage, Thousand Oaks, CA
is CSE on the Darkweb? Six police investigat:
akin to the Dutch Organized Cri me |IMocrei todrf,i cceorn
prosecutors. Whil the barter of CSE materi al
net work provided by the forum environment. D
running a foseatm dfnviohtversl cacki ng tasks, a cert
continued effort to protect the forum from (o

criminals perpetrating i

and entrepreneuri al

hi erarchy of these

vi ol edceheadesire

to monopolize

dynamics of Dar kweb CSE

than the mere application

showral eanssi gunseobc
serv-easéad

structures

nteract.i

of

t hat

t he

ons

net wor ks, key players

mar ket

a | abel

W i
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33. TJ HolAmer iJcRanLeeour nal of criminal justice
exploring the nature and scope of the online
i nquiry examining both the chmueroltwgiexalhaamgae

online. As a result, it is unclear what rol e
il licit firearms market, including the process
cuntestudy sought to address this gap in the

advertising weapons o ywttlee [ParmlcedVsbs Theolsuw

actualization, and acqui sd tiinondeotfaiill.l i ci t fir.

34. LF Meyelrnt i n®8hebhaly Journal on Criminolog

of trafficking for sexwual ex ploitation to th
tool s, and datasetsaufé@ddnese organized cri me
Me me x , a US gov ernment research program that
provided surface and deep web 1intelduyearenrceviteh
posts to | aw enforcement investigators. The t
among seemingly disparate online ad vertiseme
addr esses, antdi websenesti ea waddt are typicall
such as content and i mages, were used to compl
(OSI NT) , t he human trafficking oper at0ioddn evsa
advertisements spanning al most a decade. The
and had 30,000 customer s. It i's concluded t he
more criminal aythelitgvedhanAprepematsion on t he

crime network studied could not be successful

into the Memex dataset . Tshdasl ec acsaetoar aardaalkystsit chsa
facilitated crime networks.

35. S Nalluri, SJB-Komat ntEr8aniéq nIBNediom ft dvree th
decades, there was a huge climb in the web wi

through which various opportunities have risen
i's increasing rapidly across the world and bec
security of the whlohéres woave. edxami medsetahi s i |
theoretical frameworks, but the attention is I
web for a very long time. Thus, ttiurse ptapeache@dk
in the web as well as recommends empirical re
This paper also highlights the online wildlif:

wer e usnetd ftyo tihdies 11 |l i cit trade.
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36. Paul , Kati e A. Art s; Basel Vol . 7, |l ss. 2
for Unmasking the Sale of 1T Ticit Antiquities
and 3yrliSqg (al so known as Daesh and 1 SIL) in 20

of funding for what has become one of the most
era. The globalization raft yt @ omh ncorlyopgtyo caurd ernicy e

bl antakr ket trade and the actors that carry out

as a mar ket with susceptibilities to | aun-der
ma ki ng softwar e, and untraceable cryptocurren
vul nerabilities. The anonymity that i's offere
while attracting thenaltiikbensal ofcrt eni madisst s nard
security platforms to identify digital artif ac

unmask the seemingly wuntraceabl e actoransat ibegti:
trafficking on the Dark Web displayed in this
study-matkek antiquities to gain needed insig

transnational crnmneceal groups it may f

37Weber ,Krlwilsibagr gedy egEdwi nnWOr gani e ® 2| &isi,(nkee;p |
2019)1.01 ©Oct ober 2018, the 10th Research Conf er
Hague. &hit &eyyea@VvsaCrkiemisnalThe Dar k Web, Money L
Researchers, practitioners and policy makers ¢
This article | ooks into recent develeapment so f

conference.

38. Amr ANdoerlouzi fard, Bi flohabamaad. and Cogni t
BasvVolB] s&,(2024h)e. Dark Web is a subset of the De
Dar k Net refers t o encreynpctoendp arsieshess® xrikasn, o n lhien e
dar knet i ncludes unused | P address networks.

individuals and groups using the anonymity an

of craantinwilt i es. One of the most concerning t
cybercrimes, as criminals use their technical
attacks against i ndi viedntas .s, Thhiuss i mapeare sex amidn
cybercrimes on the Dar k Net, focusing on the

Systematic Literature Review (SLR) met hod to
conseguearctd identify future measures to reduc
2011 to 2023 were extracted and synthesized,
guestions, providing comprehenasses inogvl edgea

et hical i mpact s; and analyzing established t e
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39. Rajam?2ki LahtdyrPalLvirainen,|l nf dromatnin@an &
SofViod 3l,s1s,( 202 h)e. Dark Web all ows users to hide
information, providing an ideal environment
potentially illegal intentions. Thkeestede| nlL &y
| NTelligence (OSINT) on the Dark Web. LEAS ne:q
criminals. This article examines online child

t hat can beeebDplké&ai Wedb. oAddihti onal ly, we cons
attention to the challenges LEAs face when in
The biggest challenges are relatecdcltfa daAtMa maty
recorded or examined except by an LEA officer
study examines how OSINT could be i mplemented
The method couldgberyoofhoauseathey known | inks

bigger number of LEAs could carry out such an

40. Kayser, Chr Batt&kpher o8 vulr;e z, Ma rLlaowns ;
BabkVoll 3l,s65,( 20RA)t.es of wvictimization from ident
Personally identifiable information (PIl1l) has
against individual sUniFtoedis$Stnat @3 i arad i Cynada,t ht
rai se awareness for those involved i n c¢ahamqgiad
consequences for those whose PII i's usedl fvi ey
and the urgent need to increase iIinveetiadatdi cr
Referring to a National Crime Victimization St

resist notifyomigt iae@p.r oWe ialtseo aauddchr ess why t hos
to initiate actions against occurrences of id
by identity theft victi ms, prakw t Wechu,| aa | tyhridatt h
perpetuity. | f rates of -basedi mirzateisonarfer otno |
victimization must increase, and current | egi

Crimeprogs ess.

4 1Al aydaAl daway s heAl| s &Nrah alrHidhmakaei z ;Mam&kos&d. Jou
Computer and Mat h e matVocls2l, sis@ ( 2at2il09 ¥8;0 O3Malwlay & & y S

everyone has access to albssst Webdat aCleraCyfve

l nternet and pages that are indexed by search
5% of the entire web. Despite the mul tiipdres |ar
people, such as blackmail, illegal drugs and
which includes ill egal activities starting fr

(DW) and who hire @gdret usfercsylmdr 4pace. We define
related to it. Our study focuses on cyber te
terrorism? Who are the responsi bl erdbdfatietiandh
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years? Moreover, present efforts done by inte

phenomenon.

42. Soldner, Kl ekfalbiex,g, JohBesmmett; S@anme DSci
Hei deVoble2t,gls,( Dec 2ZX06aB)erfeits harm consumer s,
property hol ders. They accounted for 3.3% of

$509 billion in the same year. Esti mat ibans iinn
paper, we examined openly | abeled counterfeit
analyze information from a different perspect.

peri ocal0lJMana-Ad1%.epThe sfuigmdkisng t hat dar knet mar

product types to those found in seizures but
el ectronics, cl ot hes, shoes, and Tobaccofisttk
seem to have similar shipping origins as seiz

share (5%) of dark mar ket counterfeits origin:
to have a rel atiwoelluymd .o wHowe vceer ,a nbda ssead eosn pr el
products on the surface web appear to be adver
We provide some suggestions on how bnfdr &t ius

companies and authorities for preventative pu

valuabl e andeftobet¢wdi be al tcorstati ve (or compl im
dar knet markeéesstandhehe casunndrfeit | andscap:
431l nsol |l ,Ovdsigan; Annldur Kat arall utoan;e n Va aMivkakd;o n e
Ni nJaaur nal of Onl i ne TVoullsltsxa nFde b S adfBelt8y);.s tSutdayn f &
sampl e odnylmdwus iamdi vi dual s who voluntarily r
when searching for c¢child sexual abuse materi

respondents reported that t hey haodnlsionueg hptl adtifr
viewing CSAM, and 58% reported feeling afraid
child or adul t . This study analyses whether
contacting chiCIJIAM.n latf tfeirnd/d etwh aatg cer t a1 @p d ratce
l i kel i hood of having contacted children onlir
CSAM, ol der age of first exposure to GSAM,avv
t houghtesx porfe ssseilnfg pri or to viewing CSAM, and b

44Faizan,Rab®ebd;Ahmadr akwaal nA p pAll ikead Computing E
Bi ngVviodlyBl,s3/.4 202y pt omar ket sb dmvteh ee meargle dwes a

il licit drugs. They have made it easier for tl
their anonymity. The easy availability of omot
public health. Consequently, | aw enforcement e
online markets on the dark web. A | ot of reseas

of customers and eveywpbomati hetoos$ veldat nmapwehel p
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this research, we present a ranking methodol o
drugs. Using named entity recognitimadi cat d atr me
of threat followed by theamnkedi mgr bét sirage miah
har mful drugs. The rankings thus obtained can

mar ket s selildintg dhraugrsf udnd Itltheir further monito

45Nadi ni Battchkie &I|AB lrerrd wgr AAdbwelriT,eyPkil bogpm Al e
alScientific Reports ( NaVoullr2e,slP,0DO Dan&r wébo mp) k
( DWMs )ondriene platforms that facilitate 111 ici!H
doll ars in annual revieased Rtewekingd yhavevosuagge

promote the emet#tgiesnecre (oUSf2 Udt irtermadchiiunsge rr eHea e, we
and quantify the scale of U2U trading around |
users of 40 DWMs between June 2011 and Jan 20
U2U paiatsi genaertotal trading volume greater th
of thousands o$t &bhviMedu snegr sp afiorsmt hat are prealbl e
pairs turn out to be the onWMs.wiThhe nt,h ewel asrhgoevs
pairs often form while both users are active
a catalyst for new direct trading relationshi
DWM cl osurhead darmhckey were n-@a®, afhdctadi by CoO&¥1 D
resilient to external shocks. Our work unvei |l ¢
highlights the i mportance otfh el nivrensetdsi gabttee nbgunyeesr
a single marketpl ace.

46. Gulysg§s, Attila. | sBT(r2at2e0g)i.c | mpact; Buchar
As it is widely known, the World Wi de Web has
Il nternet amdi soummeaaowhalcl e for traditional seec
Web can only be accessed via speci al protocol
anonymity for the users on theseport swoirksr eflTér
di abolical dark place where paedophil es, hus
Unfortunately, it i's partly true, but It has
censored, ciotunits i ebe only place where oppositi
informati on, share their opinion and communi c

there are states that recognieze ctame cadvantoade d

the cloak of anonymity. The Dark Web is an ic¢c
espionage, procuring exploits, for exploit de
menthenctitical infrastructure disruption and
popul ar Dar k Web applications and the activiti
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47 . Amr NoAdebkj fard, Mo hammad . Bi g ubatnag ;
BasvwIlB] s&,(2024). The success of the Silk Road
mar ket pl aces. This exponenti al growth has pro
items. Thus, the Datr ki Webr eas feaoamrataedemgr es a
to unveil the identities of participants in t
scraping methodol ogies and investigating tthe:
mar ket pl ace participants. This research provi
scraping and analysis with free tools found o
successfully tested mg Wepp lca Soml iept,, dteov ed @tpreide
thousands of vendors and their respective mar}
was the most viable and efficient methodurf ocas
study validate the efficacy of our proposed
studying this growing phenomenon and for inve:
48 . RawatRa] aRwarti,l ; Anamad. Jolurtnearinabfo Cyber W
He r s\hoellydl ,s1s,( 202 4) .

The I imits of wuser visibilitfpahdkoo®EDlme &korNefXecrese
certain unknown portions of t heaer d nstearncch mehtah
of computerised techniqgues are being explored
interact on the surface web. Il dentity identit
hub for samdanymou s a haven for terrorists and
activities. Of ficials in c¢clandestine surveil
of fender s’ trails or hintsakeTHa veedroch efnory el@W
provides data from a DW mining and online mar
overview for i nvestigators to build an aut om:
related sites.

49. Topor, Lev. I nternational J&oBPhak,(201CTybe
Whil e the Dark Web is the safest internet pl at
Whil e users can stay secure and al most totalll
hackersrimybeaet s, andgdeenmment ®r eTlge pgur pose of
di scuss the tremendous benefits of anonymous
that are also found on those platformscuksi om
cyber and politics, a comparative analysis of
(Worl d Wide Web) is made, aiming to find and

pl atfor ms.
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chnol ogi c asltl yo rsgaavnviyz atteirornosr iof t he modern er @
popul arity in cryptocurmarnkcd te st rhaadse cahmad gtehde
ese crimes. While art and amtisgusicteipes bhave.:
e emergence of Dar kmd@ski mgrkefswardenanti aa
ch as Bitcoin have opened new doors to potert
chnot¢togi@s @ roadbl ock for authorities, wh i
i mi nal s. l nvestigative research using cyber
tenti al trafficker s apsrko vtihdee ss etehnei nogd pyo rutnutnri at ¢
tivities. The evidence of il icit antiquiti
nerate a new discussi omaokehownamduwh ¢ reien ttoo

mbating the illicit trade online and the tr:

AschmanheenkBncham®wliuywsier, en, Joey Jansen. I n
rfare and Sde@rli7t)y;Th®e dadityreg ,t ¢t awmfdf ear s d iasnroer
undari es. Mo st countries ar e deepl y concer
berterrorism, are posing to national secur.i
Vv

ert c o mmutnriacdaet.i ohhsi sanldri ngs to the table a

=
]

ori st organisations to trade, communi cat e

~+

vities. Simultaneously, thits ohfascodpencad nngi
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rmation to gain an advantage over an adyv

0
ecially in the intelligence realm. The mil
e

—+ T

ndi ngromstbesezeywpes of threats. Asymmetr.i

=

rogue actions to take ©place in which the
gani sations who threaten tfhoer snaefwe tnye tohfo dist san

litary forces to plan and conduct counter c

ing the Deep and Dark Web in military count €
[ @kbahondol ogy ai med at gathering informat
esents a rudi mentary approach to i ncorporat

erations.

DevIdhnad widicadar; 8¢ ¢it éB@leachtl e RosSiymomRQuent i n;
ience Internati ovcaB6 3((LOntl i 2@24) AlMsomr dam beg
11, anonymous online marketplaces have ctonti
il e t-heeseavemar ket places remain flooded wi!t
d distribution of fraudul ent i dentity docu

nsistently appeariamgl fdamr ks avled . o Whbh d teh ftr ael dajy
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some of the most popul ar products for sal e,
criminal mar ket and its place within anonymo.
research in understanding the illicit drug tr e

t wo markets to gain an wunderstanding of wher

ecosystem. Two anonymouswloaedi aer mas K@20R0Daaead
Mar ket ( WHM) , and Empire Market. This data wa:
the international online market and the onl i ne
haveredan i vely underexplored in the online sp
types of documents for sal e, supply and-redéemae
trends (e. g. product disv emasrikfeitcsa)t i wenr ea nalx apnmien
examined individually and then, where possib
understanding of the online fraudul ent docume

Resultsthatd,i cawthiel e the fraudul ent document p o
numer ous di frfedrad retd ipdemndtuicttys for saGel|lithepcess
United States (U.S.) and Aastnglthe whohedmagr k

most popular U.S. products were those that col
Australian pr édulcitcse nbceeisn ga nddr ilvberpacKk s, | iploe Inyt
identity check system used in Australia. Thi s
have thus #fuari |besed umddrhe study of the fraud
understand the illicitsmandepefoondlraudibemat
physical sides of the mar ket should be consid

current understanding of this persistent tcirngni
policymakers in making informed decisions.

53. StringhhMarmherQlLidesmbCne, Wobhda r Mominstaey oR,; St eph
People and NablsEB(Juond0o2a3). Contemporarytwidl c
by the I nternet. By design, the dark web is on
to lack thorough investigation. Here, we acces

search across cdvermiséeémemt slaokeweb weealrast eudsis

terms. We found 153 species traded in 3332 a
characterized a highly speciali-awed wialddleirfte ster
were for recreational drugs. We verified that ¢

advertised as drugs mostly comprised of pl ant
drugs. Most spreerntiseswiwdr edrpgy ehhreodel i cs (45 s
Psil ocybe, with 19 species traded on the dark
were clustered in Central and Soutohr Anuerrpiocrat.e d
properties of wildlife, clothing, decorati on,
expand on what wildlife species are currently

changes.| Gwveombée of advertisements, we assu
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gualitative analysis of all recei vedPS asmpmelse:
obtained, al | of which weU¥, aammad yt edaylydiNMBry
According to our analyses, four of the five s
a different NPS. Tbeeseithéeereddvdndotskhberabo
deceived the buyers. Furthermore, two of three

as already documented substances sol d zuendd esru bas
sold a477TMPF was a novel, yet uncharacterized
substance, | a-APB. idenaddi edoast 8Fchemical anal
t he met hodol ogyonutseexdt uaal ls oi nyfioerlndaetdi ocn about t he
the associated purchase process, and the modu
dar k web marketplaces seems to prooirdesiaddst u

57. o VM, Gajul a R, Thorpe C, Mckeever S. Chi
di stributing or discussing child sexual abuse
to stay hidden fomomvadaer detercgi mens bynd atw enf o

t he dark web, the CSAM creators employ various
The | arge volume of CSAM on the dark welnpf e:
chall enge for helplines, hotlines and | aw enf
58. Heinl Yu MWeBdh,aslekr a, Dumi nda. The Journal
JDFSL; Veh4lmpstsi(l210el 9) . Due to Ithet asklag cott garmnd
typically wait on |l ong |ists for many years t
mar ket pl ace for wealthy recipients to avoid |
and coltl eocft tnmmoes payment that i s someti mes cha
coll ect and disburse payment-si,ké heghemé enof emc
the-closw I nternet arrivegseisn some adf melde aafafnalc
il legally trade human organs. This paper pres:

specific areas and shows methods and toolcl yto

available tool s.

59. Holt, L&kRopma$ind; Ree. Ameri can Jour nal
Loui svoihlgll, s, Apr 2023) . Despite recent growths
of the online illicntamhe&rtipl atecritmenel di@isc
chronol ogi cal and functional steps offenders
uncl ear what role and function active mmamaetke
including the process of advertising, purchas
to address this gap in the I|iterature through

the Dark Wbip.t epbepgsesepinvolved in the adverti

il licit firearms were examined in detail
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6 0. Web&rui $3bkergpen, Edwi n W Tr e nvib 2li, 985,(C8 egpa r
2019)1L001 ©®Oct ober 201&,artche Chbootf er Rese on Organi
Hague. T&hi st hgmar was Criminal Mar ket s: The
Counterstrategies. Researchers, practitioners
and pestwuey. iThis article | ooks into recent d

overview of the conference.

6 1. Bas hellrkhaRarmda;Bassel . Journal of Compu:
YorVbR02@2021) . Fr om omr ocafc t ¢ whee rdaettteacctkis t o t he
analyzing contents of the Dark Web plays a si

criminal mi nds. Researching in the Dark Web
whet her with a standal one investigation of 't he
from the Surface Web and the Deep Web. I n t hi s
Dark Web content femceyOP€TI )Thriemtr ddudueilng ga ¢
techniques, met hods, tool s, approaches, and 1
r i ew, we demonstrate the significancPamonk Weéhk

ding new r es eafr kadrdr smett hroadwd o gs teast. e Furt herr

2 9 < O

e
| e
hall enges, ethical considerations, and futur

Spal evicgec, ZMkl osaVobEXk,eB,0 M B ; 2080LE). The d

ormation and communication technol ogi es, e

—+

heres of human | ife and work. Although some
remelvye .neCgaet exampl e of the | atter is a ne:
ed on t hei nudseex eodf ptahret noofn t he I nternet whic

tures such as access toymintfyrarad i pmo tadotuitor

nw O D X T S DN
—

s
a

ed with the evil intention of acquiring il
per gives a brief overview of documented wa

ofs ifteatur es.

6 3. Mc Keown, Rory. Dai ly SeapDARARKOBWEBe) Thé onidr
the Dark Web exposed The Dark Web is home to
vast web world undetecteed Worl posheéi Dar puWplo
for drug | or ds,r wiareidrogp hh d elkse rasn.d Usferresm caacnc eascsci

mar ket places to the most depraved pornography

farhe FBI and their counterparts across the po
magi ¢ mushrooms and all the 111 egal substance
Desert Eagle can be boughtr eodh ttd ek iDlalr,k H\Medk edri
|l ives, and paedophiles can share sick videos
rape and torture. We may believe the internet

compared to the Dark Web. The Dark Web, combin
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internet availabl e. l't'"s not accessible using

which only offer user$.the ability to view Sul

6 4. RRP Brag®), rAABoLen®desenvol viment o, 2018Bc¢

increasing technical sophistication of Dar kwel
it as organized cri maddBy liittddlef thowaweru,ndtehis:
gain a more detailed i1nsight i nto the wor ki ng

suggested by Von Lampe (Organized cri me: -lAgadl y
governance. Sage, Thousand Oaks, CA, 2016a) a

Six police investigation case files were syste
Crime Monitor, compl emepokedceaevi ohfiiomers vaews pu
barter of CSE material in itself is a deviant
forum environment . Dar kweb CSE requires SOraagse
of interlocking tasks, a certain |evel of tec
from (outside) threats. We conclude that both

signs of organibzdtoranco@SEi Dartlkwdoth associ at

serve the soci al and cr i mi rals erde ehd se raafr cthhye iorf
pl ayers are able to exert some ,i naned ntahle gdoevseirrn
the mar ket however, are | argely absent. Detail

contribute more to reducing the harm caused b

65. Cros0s0) .J.PaCssi(mi2d t he buck: Risk avoidance
t raldret.er nati onal Jour nal of( PMVo)ciPdEXR ggnadasndt Sec
informality into the area kfvandcergsaliin yNe w oYokri
reduce and pass risk to others. Focuses on t
met hods of placing risk bphcomerdsaheerst 8Sonogge
explontanliy makes sense when seen in the broa

have nothing to |l ose by going to jail

66. CWaSnicSouver. (2019). The role of +thhe dhokr m
I ntelligencea,ndC@nNafrNFaaweember 15, 2018, the Cana:
Il ntell i gence Studies (CASIS) Vancouver hosted
the Dark Web in the Crime and Tedrbyi Bm. NBXxalke
assistant professor in the School of Criminol c
I nternational CyberCri me Research Centre (1 CCI
t he operhet ideanmr« ovMebt and then moved on to discu
as wel |l as actions | aw enforcement could take
roundtabl e discussion openedi wk tRoad, aammal gl is
the dark web that specializes in the sale of
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interest in the discudsisend weraa et lod eflflaactid a
| ocrabg dmar ket s, i n addition to whether the dar
6 7Y.u , H. , Yang, Y., Yang, L., & Zhu, G. (2019

DEStech Transactions on Cdmputdeaer kl3ciedmwd e/ kaiod st
dark side of the World Wi de Web. At the same
dark networ k. It is a hidden part of the Inte

including thectdiud markegraphy, gun sales, fi.

criminals wuse specialized tools to access da:
net works anonymousl y. As a resesearch & I|baw
personnel . To achieve active cyber threat int
hidden network threat intelligence analysis f

t he dar kamledeatwoarkd m denti fy the sellers who ha\

68K Godawatt e, MERZDAVDtNE Muwrteeazn@Cy dearadr i mes a2

criminals widely use dark web andthkl wgal df gn

than half of the criminal activities and the
cryptocurrency, selling human organs, red roon
and hacker s wahaeckndgmabfwvare programs, etc. Th
NSA, |l nterpol , Mossad, FSB et c, are al ways <co

trace down the mass criminals andrtoer acrtii vt & i w

i's about the dark web marketing and surveillar
web access with securely and how the | aw enfo
with terraamdbalcavivauri £s. Moreover, the paper

t he dark web jihadist services and anonymous

69R Liggett, JR LeeThALPRbObddpyéMAIAVEDDPORkda@ddi o

of the I nternet and mobile technologies has al
the many | egitimate goods and services provid
proliferatednenimam&etikl| Iciapiit admnlzie on the anon
creating challenges and difficulties for | aw ¢

of the Dark Web and the currenitnd idrertaharBanmnl

drugs, firear ms, cybercrime services, and chi
Dark Web marketplace, although several of the:
are pubékssl pl ac Special attention is dedicate:

70, BesenyRJoAr@alyad Security & hRusetlaimeaktialriy
every country is to mainmntyaidoiashiamnertbBesupgm
within | egal frameworks some fundament al righ
the right to privacy that can be breachedsonl

unacceptable for a state not to control withi:
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so they can commi't cri mes, run terrorist rin
consequences. Of courmeni daitei ocnonitg ohotoviehe t b
i nvestigation but undeni ably a vital one. Tha
security risk nowadays. Although this nevwaymdd&i
stronger than ever before and its popularity
anonymity, hidden geolocation and freedom fron
anonymity for polithlceawerdsi,s shutenits werdy wiha rsmf
features for arm and drug traffickers and ter

o)

ms to shed some | ight on the effect ®sofestplee

n the aspects of organized crime and the ter.

1IEl Bahr awdyl dAbeaenmdrReutstnia cL @oetodnsindi;t Tey Dahbeym Al ¢
I .. Scientific Reports VoNaislsi(e ORPGYWe Is hma r Ge D |
re websites that facilitate trade in il 1liciH

O O o

renregul at ed, they do sotpwlfifeee raaiydsusaend ps oe

|l osses to marksestpHawevpartitbepancertainty has

web marketpl aces. Her e, we investigate how t
foll owing marketplace cl osures. We am@leysxd 034
inspecting 133 million Bitcoin trfangaaltsiéeaviso a

move their trading activity to a different ma

continueadiheg naat isviintgy eo coexi sting marketpl a

trading vol ume. User migration is swift and t
although individual mar ket pl aces mi @ghtanapgearo
systemic resilience.

72Madel eine van der Bruggen Computer Science C
his paper studies online child exploitation

pornogr aphy vw rca® ment agencies are extremely
net works and their keyworllad emrest. woMek udatla zeetudi
online discussion forums onr kK het rdlaatkurnee tun dGeurr
results in three contributions. First, we -pro
trality measures, allowing us to automaticall

resembtlt esadgnonseti ¢ ranking of wusers created by
able to characterize a | arge porttwerpenfredel e
managers and techni calyanordg ruataa r sptrrodpcetr d li leys, aa
these net wor kno dien almatdle wiplee spree t i ve r eveadrsi wean
insights,-l sukér daawd reénmftoir c e ment policies and r

addi tei ofnoounnd t hat active users form an elite t
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73. I nternational Journal for Research in App
Now days I nternet pl ays a Gsibgenciofmec aannt & 0d eentiir
i festyl e. Dark Web is I|ike an untraceabl e se
access the sensitive and confidential dat a. B
t hce i minal and illegal activities in a hidden

of dark web and many browsers those are used
used i n Dark web for yandleymi spymandntcenkestdengi
dark web and the different types of crimes t

preventive action for these activities.

74Davi d -HXcuar& Benoit Dupona d(a2rOkl 3n)e tRaeoprukt aotfi oonn |

Crimes3,149Bbhis paper focuses on criminals who

and who deal in compromised computer syst ems
techni ¢tal takiel owser and control pepsboeabk, bDbhseb)
of hijacked computers are known as botnets in

these criminals can send Ivaerrgse ocarmosutnetas | dyf nfasnpcail
As entreprenewmaintpeabot masbemnshieve the hig
case, this achievement can be measured in the
bot net. Based on the evidence gathered in |ite

to understand how repunati acmhcewvedentl ase weod l

heightened | evel ofrkeputation in a criminal
75. T. Hol t, A. M. Bossler (eds.), under excl
Pal grave Handbook of I nternaffThosalchG@Gpbercimpirone

of what we know abouti magganeézetded owimish od YiIydn

cooperation is covered. We discuss recent i ns
origin and growth. Second, bottl enecks in the
deg i bed. Every criminal business process ent a
resolved to ensure the successful execution o
ing illegally obt aitnhead amotnesryt iwan hofutt de aaw tnigo r
ynancial cybercrime, the goal of criminals is
chapter, several overarching conclusnboerd. about
76Roderic Broadhurst, Peter Grabosky, Mamoun /
Australian National University Cybercrime Obs

currently known about c yTbheer cpra preer olf rfieenfdleyr so watn
scope of cybercri me, theoretical and empirica
|l i kely role of organized crime groups (0OCG).

i ndiuwail and group behaviour, profil es typica
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perpetrators, and describes methods and techrt

of fender s.

77 . Meehan, Brian; Far mecondmct®)] a2302 Re vRéeeiw D 9
evidence suggests that legal marijuana markets in several U.S. states have decreased violence-in Mex
U.S. border regions. As legal markets for production and distribution displace drug cartel distribation
violence associated with cartel trafficking and distribution decreases. Prior analysis has not considered
important emerging innovation for drug distribution: online anonymous marketplaces. The increasin
volume of drug trade that has occurredius "Dark Web" could result in reduced drug cartel violence as
production and distribution use this substitute network and turn away from the cartel distribution network
This paper investigates the relationship between border violence and the vohinng wéde that occurs

on the Dark Web using a difference in differences model. We examine differences in crime rates at t
U.S-Mexico border and away from the border during the emergence of the Dark Web. Data on Dark We
transactions, users, and markallsws us to measure changes in Dark Web activity and the subsequen
impact on crime. We find evidence that the rise in Dark Web marketplaces results in crime reductions

the border of the U.S., relative to nborder counties.

7 8NMoodhams, JessicKloess, Juliane A.; Jose, Brendafrontiers in Psychology, 2021, International
law enforcement have noted a rise in the use of the Dark Web to facilitate and commit sexual offens
against children, both prior to and since the start of the C@\pPandenic. The study presented here
therefore aimed to investigate the characteristics and behaviors of anonymous users of Dark W
platforms who were suspected of engaging in the sexual abuse of children. Natoatyng data on 53
anonymous suspects, wherg active on the Dark Web and had come to police attention in the United
Kingdom (UK), were sampled. Analysis of the data yielded 462 features that could be coded reliabl
Analysis of these features provided novel insights into suspects' charactehistiagptivations for using

the Dark Web, the nature of the offending behavior they reported engaging in, their technical and secul
precautions, sexual interests, and the content of their interactions with one another. Findings are discus

in relation to theoretical and practical implications, as well as directions for future research.

79. Weber, Jul i a; Krendsis @rganizee Qrime, FOAY\0I22, WWsue 3, p346. On 10
11 October 2018, the 10th Research Conference on OrganizedtGokr@ace in The Hague. This year's
theme was Criminal Markets: The Dark Web, Money Laundering and Counterstrategies. Researche
practitioners and policy makers gathered to discuss research results, trends and policy issues. This ar

looks into recat developments on the topics mentioned and gives an overview of the conference.

80Caul kins, Jonathan P.; Schicker, Philippe C.
Vol 25, | @wsaired dls,e pdbedlat hs i n Normhr Amgr bea abaec
il legally manufactured fentanyl. Theéegsepagataui

an early and promseéhi ndaohpewabi bent dhel dat a
sel prnge for 5,589 transactions comprising 87

Al phaBay. Findings include that t he organi sz
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approximately 15% per week, ycamgawrndoaed.ofl neme :
pill by approximately 25% for Oxycodone and 5
price markups when selling further down the di
s uggheastt itt mi ght be difficult to constrain sup

remaining organisations may be able to quickl:"

81. Topor, Lev International Journalueof2. CWhet e
Web is the safest internet platform, it is al
can stay secure and al most totally anonymowusl
criminal s,reamd agwerrhments. The purpose of t

tremendous benefits of anonymous networ ks whi

found on those platfor ms. I n ordlee doosopesni om
politics, a comparative analysis of the dark
Wi de Web) is made, aiming to find and descri be
82. EI BahrAd wy,s ambdereert;t i , Laura; Rusnac, Leonid
Baronchell i, Andr ea. Scienti fi cDaRe&p owetbs , ma2r Ok2e0
websites that facilitate trade diam ki Ilwleibc intar kae
unregul ated, they do not offer any wuser prote
to marketplace participants. However, t he unc

mar ket pl aeesnvelstegatve how the dark web mar ke:
mar ket pl ace closures. We analyse 24 separate
133 million Bitcoin transactiogsa@aamoggu$8@&r snl |
trading activity to a different marketpl ace af
trading activity on a single coexisting mar ket
mi gomatis swift and trading volumes of mi gr at |

mar ket pl aces might appear fragile, coordinate:

83. Pl AZZA, FI AMMETTA Sout heéemamw QCGaluirhad ni & ulmmte

| ssue -846 .p526p. The article offers informatio
functioning and volatility of bitcoin, al ong
China.diTepussed include | aws governing organi
of tax evasion; and an account of the role of
enact ment of U. S. Bank Secrecy Act for addres:
8 4. van der Bruggen, Madel ei ne, Justitixl e Ve

of Dark Web child pornography forums and their

professional form ofi omhialsdwepdd nagraphyndreasiect
capital. Offenders have access t-basatinegn pélaatf
coffenders are formed. Moreover theyldopbdnbg!
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http://xsglg2kd|72b2wmtn5b2b7lodjmemnmect37owlz5inrhzvyfdnrygid.onion/ The Hidden Wiki

Dark Web Shops

hitp:/f2ezyofc2bj73hv3xxvsimbe23dgxhgxgtkSogec7ubj5i6rigguvhzid onion/ Bitcoin Investment Trust - earn
5-9% per week!

hitp:/fawsvrc7occzj2yeygevyrw7jiSejuyofhfomidhh5gnuxpvwsucnoZid.onion/ AppleséBitcoin - Iphones, Ipads
and more for bitcoin

~

New Working Empire Marketplace Links July 10, ..

~

Genesis Markef Links July 10, 2019

~

Darknet Market Alternatives May 23, 2019

~

Darknet Markets DDOS May 20, 2019

v

Updated Empire Market Links May 19, 2019

v

Berlusconi Market Links May 18, 2019

~

Tochka Markef Links May 12, 2019

~

Nightmare Markef Links May 12, 2019

~

Cryptionia Market Links May 12, 2019

~

Other Markets Links May 12, 2019

v

CGMC: Cannabhis Growers & Merchants Cooperati..

http://cSxoy22aadb2rqgw3jh2mairmus63evukggdduszjandunaimzayeSid.onion/ TomAndlerry - Cocaine,

v

The Majestic Garden Links May 12, 2019

| JRARTHO| International Journal of Research and Al 187



E

2025

| JRAR May

2025,

Vol umevwl 4, rlEd SBNgZ @43 ) SBN 53438

Thi

t ®he

V3

S

we
Hi

Dar k

T The

T Onlvys

Dar

Kk

We b

T The

o Dar k

bsDABKWEBWERKI, e @G c h
dden iWitkiionrgi voegaersii d less

Web Links (2021):

page dv3cussieenmlkesdtr ®

provideaersk awahl fleicr kg

that can oot ybbewsaer

Plpa d Phiynj tehdd2 1 .

oniasgre fNotwes upported.

Link Collections:

sitéimpmkayvithdedsdaerni psuesrnvcilcuedsi n g :

We b

Di g each oas eBhe

Hi dden Wi ki)

o Bitcoin and investment platfor ms
o Marketpkeatewng different items.
Recent Post s:
T The website condtaarikn sweubp dnaatrekse tasb, 0 uahltttearcrkast i v e
T Some posts2da®enbaca&ationg that the site has b
=
Read View source | Search The Hidden Wik Q

Q‘fmc‘df Wiki Main page Discussion

Main page

Random page
Help about MediaWiki

Tools

What links here
Special pages

Printable version

Permanent link

The

operat e

var

Hi

ous

dden

Main Page

Welcome to The Hidden Wiki! Our official Hidden Wiki url in 2024 is: http://
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1IDCdutchconmwde2il o xbkwvddd7h5t 2wnoczmcz5snjpymédpr 7

DCdutchconnectionUK - Shipping from United Kingdom

DCdutchconnectionUK is BACK after a long hiatus. Lots has

changed since we have been gone but our strong stance on

providing honest quality products with out adulterants supported by

lab results and superb customer feedback has not.

We have seen our fair share of success and have an abundance of

experience.

Therefore we can assure you that your order will be shipped same

day when placed before 3.00pm, ready for next day delivery Mon-Fri.

Saturday delivery before 10am (not guaranteed).
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i Any off our long term customers will know this, We want to let you
know that when ordering with DCUK you are getting the very best.

Sometimes this means that this is reflected in the price. We are not the cheapest but we like to think we have the BEST price to quality

ratio.

FREE shipping for all orders 150 GBP+.

Product Price Quantity

FISHSCALE COCAINE 159 socep=0001228 |1 | x([ENll
FISHSCALE COCAINE 59 POYCCR ST IR Guy now |
FISHSCALE COCAINE 10g s00Gep=0006108 |1 | x [T
PURE PLATINUM MDMA 92% 15g socer=0001228 |1 |X([EDlid
PURE PLATINUM MDMA 92% 30g 1s06eP=0002208 |1 | ([EEEELN

The vendor, "DCdutchconnectUnoh®H, Kanodyg daofnfse rtso psr

fishscalaemplcoeaiphati namdMDbDMAr ent quanGBPi and

Brt

(,) with anhembhgasnifdea $§ 4 n s.hiTphpiisn gi s ialnl eegxaalmpd rel ionf

facil it adreydpttdhawrurgehncy payments and

anonymi zed
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2Dr Chriowggpqyvx3nh62t wpwt yvhi 2sfvgnby2al bbcotcysd5bf 7

Products Login Registration

DrChronic - Shipping from USA

-~

Straight from the source! We don't lose packages; your privacy and satisfaction is our top
& priority! Here at DrChronic we strive to meet and exceed customer expectations and always
®  conduct our business professionally with integrity..

We currently ship MON,WED,FRI and all orders received before 12pm PST on those days
o Wwill ship same day!

& NO REFUND OR RESHIPMENT ON ORDERS THAT SHOW DELIVERED. Shipping is $5,
o FREE for orders over $200.

Product Price Quantity

SKUNKKUSH 10z~ 120USD=000142B |1 |X W

SKUNKKUsH3oz  s00usp=0003558 |1 | X [EERLl

SKUNKKUSHB50z  450USD=0005328 |1 |X[ChB D
Buy now

TRAINWRECK 10z 125USD=0.00148B |1 |X

a vendoDr GQhamerdivici ch c¢cl ai mdSAoThlkdai pelflrem o fhfeer s
incl Sdung a&Knunichai nwr ck h prUSBsand sBietdClhhennvéndor

fast shoppehgnds or gmalsvhacpymseetdst.ransacti ons

3. TomAnidClerari yn e, Her oi n, MDMA and LSD from NL

ht:t/p/ rfyb5tl higtiavwhikdl vb3fumxggwtg2naanxti qi

Liosn Lo L e

Tom and Jerry Store

We have been active during the Agora, Evolution, Silkroad 3 era, then continued through Alphabay and Nucleus, and even the
late Dream Market and also Wallstreet, with the same successful concept:
High quality drugs combined with an extremely discreet and fast shipping.

Extremely stealth shipping from the netherlands!

High Quality Cocaine [90%]

We offer High Quality Cocaine 90%+ with FREE SHIPPING !
All orders that come in before 14:00 Dutch local time are shipped the very same day !
Shipping internationally!

=

Product Price Quantity

2g High Quality Cocaine 90 EUR = 0.00116 B oX m
5g High Quality Cocaine 200 EUR = 0.00257 B X m
10g High Quality Cocaine 350 EUR = 0.00450 B X m

a vendolronc alnlded er wihti S8hockai ms Nebhepkddwtte viemam r
active across multiplki glharkihet concaavik #dr 2@ %@it)ef I
shi ppikfhrgi ces E&ReahidsBedcionn ( )
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4. 420Qammabis in dispensary quality from the U

http://ajl uagmrvotlawwltwakkvax gosb4psxl jgobj hu

420prime

Products Login  Registration

420prime - Shipping from United Kingdom

We specialise in legally grown strains of dispensary quality. All our products are imported directly to

guarantee you the highest quality from some of the best growers in the world... We reflect this in our
prices and believe that ensuring quality of product is far more important than cheap prices.

We are professionals, not street dealers, we do our utmost to deliver on our promises on time, every
time.

Basically, we love cannabis, and we want everyone to be able to enjoy the finest quality regardless of
outdated laws trying to prevent it.

All our packages are shipped safely and discretely using the perfect amount of stealth,

We offer Signed for next day guaranteed delivery by 1pm, or royal mail 1st class (1-3 days). All orders placed before 2pm will be
packaged and shipped same day.
Shipping fee is 5 GBP, FREE shipping for orders over 300 GBP.

Product Price Quantity
BC Cheese 7g socep=o00t228 |1 | x([ENEEal
BC Cheese 15g 1ocep=oo02148 1 | x [EEl

BC Cheese 30g 220 GBP =0.003368 |1

an odbrheweb drugamdelkipt pweceh cl aims toUsiht @d
Kingdomhe vehdghaotitegr afirapensnanmrysjpwe aBiCGi iCchalelsye isnt
var iguusnti ties (749, 159gGBBO0gnd PRirt Teisn af e3 tdei gsltte
shi pandepdtay dewiitvheirny t he UK.

5.BitpBaggast european .onion drug store

http://gquzjgkpodzshso2nohspxijzk5jgoaxzqgioa7vzy

{; it P ]l dI'lld PRODUCTS FAQS REGISTER LOGIN

Stimulants

o
7w Uncut cocaine and speed!

We are st many and france every day.

We have the alth packaging on the market and are shipping worldwide

Product Price Quantity

1g pure Cocaine 75 EUR = 0.00096 B LI Buy now

2g pure Cocaine 130EUR=0.001678 ! x
5g pure Cocaine 20EUR=0003218 1 X i

25g pure Cocaine 950 EUR =0.01222 B 1

Bit Pharana doanrlki nveeb drugem&dwlo@ti plea@aea.d Bhe mue @it tse
shi pGer ommny amwd skhreaan deh gpmd kvaqgrilndgwi de del i very.

i BEuros and ,Biwtidadi ropti)as2@ anging from
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6. EuCiaFrnmras t Cl ass Cannabi s

http://n6gisfgjauj365pxccpr5vizmtb5iavqaug7m7ei4

@ EuCanna i cannabis

Products Info Login Register

Buds | Oil | Ointment | Suppositories | Creams | Bath Melts
Soaps | CannaCaps | Edibles | Special Offers

Medical Grade Cannabis Buds

We stock high quality hydroponic and organic cannabis.

We are experienced professional cannabis growers who place emphasis on the medicinal value
rather than the quantity we produce.

This is why you will frequently see strains listed with a 50/50 indica-sativa ratio, as these strains are
best for making the Rick Simpson Qil.

Product Price Quantity

3.5g Organic White Russian 42 EUR =0.00054 B | ! |X

7g Organic White Russian 70 EUR = 0.00090 B | 1 |X

14g Organic White Russian 120 EUR =0.00154 B | 1 |X

50g Organic White Russian 295 EUR = 0.00379 & | 1 |X

3.5g Organic Chronic 42 EUR =0.00054 B | 1 |X

EuCapnnan online mar kceea mn alries fsporeatd uedatisT begsi he of
cannlakweds i temsdsucbias, ointments, suppodihtorciaa
strains avail ablOa gfamri cp Whd h a&s eRuisrsd lawnd waintdh Qorrgiacne

Euros and .Bitcoin ( )
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7. Brainbagi cDps kawbkbdel i cs

http: /[ 2]

nN3x7rubpsi |

eh7il 7]

ot 2uf hol

f- rainmagic

Product

30 Hits LSD - 150ug

50 Hits LSD - 150ug

100 Hils LSD - 160ug

300 Hits LSD - 180ug

19 Mescaline HCL pure

19 DMT Freebase

100 DNT Freebase

10g Mescaline HOL pure

Brainmagic Psychedelics

mﬂﬂ Al producs are lested by oursell andreagent orabested
AR Qun 04

weekl

up hipping fon
always by o offer the best quality for the bes

We

Price Quantity
ssuso=0mine |1 NI

130USD=0001548 |1 |X
250USD= 0002068 |1 "{“ ;w.
570USD=0006748 |1

120U80=0001428 |1 | X RO

7900800009358 |1 | XBLDAL

fouso=000es |1 v

750USD= 0008878 |1 &

407nd54z2663x

Brai nmaa@inc onl i ne pnsayrckheetdpellai cGeh @froprgat f asmhaft ercs
HM Lt, h apnrdl SIEME i M r sdBaelida s

incl u&dDng150ug) ,
The
t he

website

USA three. ti mes

Mescal

per

n e,

we e k

cl ai metl & hitae dt eedsid rdptr b d a ¢t t Stheayletphr osvh idpe
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8 . Peopl esTe ugarSk weles best Drug supplier

http:// xf2gry25d3tyxkiu2xlvczd3q7jl 6yyhtpodevju

AN AMARE SORNE FREE BT

SN Aerisary S8 FHeroan

| PEDOPLES DRUG STORE |8

W T . W am

O S
B TS SATE DRus STews
B R

== SIRARNIEE CRFEENING SPEC Al == 5 L L SAa=

The Peopl e', s abr oq-matndered | plc atefraorimt s e&IWieArgiiasne s# 4
emphasipzuirnigt yi tasnd wiitrleecut | mpoddltemen. The si #8 e:

(brown rock) and #4 (swhaittiden gpscavipddier red)ir shrseorl oviers ma ki
it pref¥rusdrby

The st ovraer ioofuserosuiaméer oi @SDpandeBi it ooin ( )
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9. Deilbepenan Weed Store

http:// sgabn7zx6qjty7uwvkxpwstyvyoh73shstomx3okou

.|

German

DeDope e

Store

e e

Bubblegum

Nice bubblegum taste! / Netter Kaugummie Geschmack!
Shipping from germany! / Versand aus Deutschland!
All orders will be professionally packaged and shipped within 48hours!

| Alle Bestellungen werden professionell verpackt und innerhalb 48
Stunden versendet!

o ey

10g Bubblegum  80EUR=0001038 1 x

259 Bubblegum  160EUR=0.002068 1 XA

DeDopen onlinecmankgblimpdmracierce oimamne IWe.eals tSd aadweer t i
calBuwhdb| pgdescri bed eas amavibnud bFleeg emdfghama 259 (¢
pricEedr o and BhitgmwiiGeyr masn Wirtoom packaging and8di

hour s
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10. Smoike amtelsds organic cannabis from the USA

http://kl4d4gp72mdxp3uelicjjslgnpomqgqfr5cbdd3wzo5k

N\ L) PIREEER VAL

Products  Info Login  Reglstration

Welcome to Smokeables! Finest Organic Cannabis, shipping
from the USA!

Original OG Kush

Wa are some of the few online dealers who got the original OG Kush clones.
Buy some of the original OG Kush!

Wa only grow in soil with organic nutrients.

FREE shipping for all orders, We ship every monday and thursday.

Product Price Quantity

founceof OGKush  136USD=0001608 1 |X m
5ounces of OG Kush 475 USD = 0.005628 |1 X m

Smokeabhason!l i ne noarrgkaentipcl accadn nsaebiipsp d84 Themgittie e
Original, O61 Kumhng to be one of the few online
organically in soil Twietym eedtednppli mgor denss with
every Monday .anBlsiTéhrue 98Dy taend ,iBrniwli d diupnrciec & o % B
ounaé&dg75
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llKamagra 4LBkec®iagra but cheaper

http://bepigbbcjdhtl wpgeh3wd42hffftcgmg7b77vzu7p

Frodocss | Ahooes s | Feage | eg istes | Legins

B GEF - 00007 B

35 GEF - 000053 8

=0 GEF - 00007 B

EZ GRS - O.O000s B

OO0 GEF — 0.00153 &

This webpage selling Kamagra tablets and oral |
dysfunction. The products ar eudpersi cdeeds cirni pGB Po nasn dc
effectiveness, and how they work. The site appe
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I12NLGrow€on$fee Shop grade Cannabis from the Net

http://gn74rz534aeyfxgf33hgg6iuspizul mvpd7zoyz7

B8 NLGrowers

Finest organic cannabis grown by professional growers in the netherlands.
We double seal all packages for odorless delivery.
Shipping within 24 hours!

Product J Price ) Quantity J

1g Original Haze 15 EUR = 0.00019 B X M
5g Original Haze 65 EUR = 0.00082 B X
10g Original Haze 110 EUR = 0.00139 B X M
50g Original Haze 550 EUR = 0.00695 B X
1g Bubblegum 10 EUR = 0.00013 B X w

S Ruthhleanm 45 FIIR = 0 .0NN57 R n X M

an online store called "NLGrowers" selling car
"Original Haze" and " Bushbdwaiulm, b'l eviftohr dp ufrfcelr aeesnd.
and Bitcoin. The site emphasizes professional g

There are "Buy now" buttons for each puodhbasesa

| JRARTHO| International Journal of Research and Al 198


http://gn74rz534aeyfxqf33hqg6iuspizulmvpd7zoyz7ybjq4jo3whkykryd.onion/

E 2025 | JRAR May 2025, Vol umevwld, riIBS SBNgAR46$®) SBN F53149
l3CannabiBKKKwhol esal e cannabis supplier

http://hyxme2arc5jnevz]l oub547w2aaxubjm7mxhbhtk?73

Products About us FAQs Register Login

Product Quantity

140 GBP = 0.00212 8

250 GBP = 0.00435 8

550 GBP = 0.008B32 8

Product Quantity

135 GBP = 0.00204 8

280 GBP = 0.00424 8

535 GBP = 0.00810 8

an online starsdJKc¢altlheed "s@drdmalcannabis products
"Af ghani , " with descriptions highlighting thei:H
di fferent quantities (20g, 2O0Og,jte0O@ppeapsi ¢tod ci

buyers.
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14. midland city

http:// mcityef3eueeh26mo2e7jn6yypgnvtbu2w57kcka

Midland CLity P S VU —
= SANEES
HONEY TR ANSEERS
e L — = = T -—- -~ - = o
TR TR T ST e g Al - oo - S
e tal oo e I
Com s Toy © =y
Seczmoed ) SgEww A BN T B3 oo pyeee SALAWCT
st ol =7
v o w1
Scwtusey(T)
S il Pory Pexl Pory FPexd
ymasasrew accCuNT
E eyt T D el il =
=T =0 ==
Bl rcss == Coex Bl As= 20 Cas:

TS 3 — EAED * a— TASE oy

BN A2 2 Caex BN As= 2o Cass R Acd s Carx

el —pe

.8.';'.-:‘:;'"' —

SOhosrsesmpaets B, Semgy Tpese Mures Setaemese 23

T A o v ey

AR CEy 2010382 % | muaaimnRfcaars sl e

an online black market website called "Midland
of fers various items, including cannabis strai.:l
"Af ghan Heroin," "MOMAréstKepamonemegdi aati ons (
suggests it operates as an anonymous mar ketpl ac
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Guns and ammunitions
15. Uk Guns and Ammo Stor e

http:// kéem3fagp4wi4dws

pmdt 23fl dnwr mknse74gmxosswyVv

Products  Info

Guns

7 Only 3x P99 and 2 x Glock 19 left, we will get new stock of similar weapons once
those are sold

Price

Product

Glock 19 - 9mm - new and unused

Ammo

Product Price

100 x 9mm Bullets for Glock 19

100 x 9mm Bullets for Walther P99 50 GBP = 0.00076 B

Thi s
for

webpage i s
sal eGl ocnkc | uAd i enmgd

UK Guns and Ammo Store

500 GBP=0007578 |1 XW

Walther P99 - 9mm - new and unused ~ 650 GBP =0.009848 |1 | X

50 GBP=0.000768 |1 XW

f drUKa nGuarsl

Login  Registration

Quantity

Quantity

e o |

iamed SAtmonrdei Sritasmeddi 'r e r m
Wad It chreg9 min9tThup h ett 3k s GBRgamnd

Bitclohenrre are options to s¢é€lBagyt NMjpuwdtnan .t yT haénag iptu
and registration options.
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16. bl aetk gnam K

http://gunsdfzpekggadvebrfsd2mnxpgdxwub6zvrrilp2l

CART CHECKOUT CONTAET my MY ACCOUNT SHoP TRACK ORDER

Buy Guns online | Guns for Sale | Black Market Guns |
Firearms

Best Gun market on darknet

HOME ABOUT IS CART CHECKOUT CONTACT L] MY ACCOUNT SHOP

Buy 380 ACP Remington Buy 9mm 9x19 Ammo Buy 9mm 9x19 Ammo
UMC Ammunition 380 ACP  115gr FMJ OCI Blazer Brass  115gr FM] Remington

95 Grain Full Metal Jacket (5200) 1000 Round Case Military LE Training

250 rounds (BIMM3) 500 Round Case

z
o
s

~

Buy Aguila 9mm Luger Buy Aguila Ammunition ila Ammunition Buy Aguila Centerfire
|l§,¢' FM] Brass 9mm 9mm 124gr FM] 50rd ger 124 Grain Full s Brass FM] 115-
M.mj‘ Grain S 300 Rounds

D ZCR

Asma U NI TION

e S

Boay Agwaila. _S2 ACP. FAJ. Buay Barmes Boallets TAC- Basy Barrses Bulbets TAC- Bay Blarer Brass
Ti Grain. 50 Roussds XPD 350 ACP SOGR HP 7 S Armrmsrsition 357 Magasore
ZOTRas NDS 1SS Cemin JacicctesS Hallaw

Adad to cart
Add to cart

By ©OCE Ammnnninu a-urv CCT Blares Brass Buy Federal SO0WSM
Lo =~ Dz Tmreclzresrs Armamsniticos ISOGR TRO CPR V-SENOK
115 Cormin 100- Roereie g 9n—n—n Eagmes 124 gor FRL)
Fmeloeteel Fholbow Point Boos 1000 /I>ox

ot Z0

This is an"Béhskt Macalet eGwhnisclif BMGPERNKI heomar laa

for firearms .and ammunition
T Selglusss, ammunition, silencers, and firearm e

T Feathharedgun, aimmol udi ng brands | i ke Remington,
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9 Prices aup ldamd eidt éms camt bfeormaddlkrec k @mu ta.

T The website nfadrakrektnse ti t,gsuenlufg gaos tea" n gnairlkleed g aalc tar

This appears to be an il 1l egal firearms marketp

services.
17. Eur oGuns

http://t43fsf65o0mvf7grtid4dewlt?2eo5)bj3hafyvbdb7jt

this webpage is fromEuvarn Gamisiheh sappearcsaltedbe

ammuni tion. The products |isted include:
T Wal ther PPK (7. 65mm)

T Desert Eagl e | Ml (.44 caliber)

T SI G Sauer P226 AL SO DAO (9mmP)

Each 1| isting Eiumrmolsudeagd @Biittoeod mi hons t"dBuye INeaott't ogn
A restrictiAmmusi meaoahioaerdonly be purchased if
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18. bl ackmarketguns

http://bmgunsyop5ga34nzrayd6shsovsukwbbscyo2hbu

O ur web address is

bm gunyopsSgazdnzraydSshsov sukwbbscyoZhbu3rivb2ghwSsjgrad onion
Check it before ordering_ i in doubt _em ail

VYV atch out forgclone sitesthat steal
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¢ Ammunition obkfrgsarbsoasvsacahbbl e.

T Prices ar &JSD samldayerd.i n

This kind of miafk ketapd atchee issalle kcefl yf i rear msl baga
arms trafficking.

19. bl ack mart

http:// muwgjdckmrg5umyj6gedjvy2zbkgpv3um4l qtf ba

Q w Oitems

YOUF DArKWes Stre e 0%

firearms for sale

Brand New Guns For Sale on Dark Web Store. NO documents need and we sell only unregistered firearms.

Product categories
Showing 1-16 of 42 results i Sort by latest v v 16 Items v 88

All categories

counterfeit bills for sale
counterfeit CAD bills

documents for sale
passports for sale

driver license for sale

drugs for sale

Barbiturates
benzos -
Buy Ativan Dnline: GLOCK G23 GEN 3 Glock 17 Gen 3 springfield Armory XD-M Elite ERMOX DEFENSE XPRO-P
buy methadone online 395% 10$ Compact OSP 205$
by Opana eR online: $ In Stock $ In Stock s $  InStock
buy ritalin online @ nstock
buy soma online
cocaine Q
cosmetics WALTHER PPQ M2 FOR SALE B! IILT FOR
Fioricet for sale 208 $ i - i "=
hallucinogens f) In Stock
heroin
marijuana
mexican Xanax Bar
BOND ARMS DT 47 FOR SALE GLOCK G19X FOR SALE Staccato C For Sale
588 $ 1980 $
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firearms for sale
cz guns for sale

Derringers
glock switch
glocks for sale

new handguns
Springfield Armory

rifles for sale

shotguns for sale CZ 75 COMPACT FOR SALE RUGER LCP Max TAURUS G3c DIAMONDBACK DB15

sig sauer for sale 635$ 350 $ 29% 1200
silencer(Suppressor)  In Stock & InStock P InStock @ InStock
smith & wesson
walther ppq for sale
HACKING

order money transfer
clone cards

crypto wallet

digital cards

paypal transfer

paison for sale(deadly Poison) SIG SAUER P365 AXG LEGION Smith & Wesson M&P9 Shield SMITH & WESSON M&P15 Nighthawk Custom President
Pl
1199 $ & 810$ 5049 $
_ 450'$
Average rating  In Stock 3 InStock P InStock
5 InStock
(18)
5outof5
Filter by price
Price: 160 $ — 5050 $ FILTER
® @
This is an illegal dark web marketplaces sell
document s, and ot her il icit i t ems. These web
documentation requirements. They include produc
categories of illegal goods.
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Commerci al l i nks
20Dbar k Web Hackers for hire

http://prj

Dark Web Hackers

Products Register Login

Produck

SN

[

Ramcte cortrol the phore of somecre elzs, most few models sopported

Quantity

Fac=book and Twiltt=r acoowunt hacking

Other zocial metwork acocownt hacks, for sxampls reddit or instagram

Full package d=al, g=tting o p o devices snd scoownts smd 180D USD = @x
=earching for the data you meed. 002052 § m
DDOS for protect=d websites for 1 manth :ﬁm“fg: (x)x
DDOS for unprotect=d welbsite=s for 1 month m: @m}:
= X
9500 USD = ENE

30 days Tull s=rvice, i will work B howrs per day Tor 30 days only on youwr project 011041 B
. . 600 USD = L

Other s=rvices, Tinal pricos will be disoussed 0.00657 B
2500 USD = ENE

Oinlly additionaly: Sdd this ft=m il youwr targ=t is a high profil= VIP or large public companny 0.02505 B

d5pmbug?2cnfs67s3y650ds27vamswdaw?|

| JRARTHO| International

Jour nal

of

Research

and

Al 208

nwf


http://prjd5pmbug2cnfs67s3y65ods27vamswdaw2lnwf45ys3pjl55h2gwqd.onion/

E 2025 | JRAR May 2025, Vol umevwld, riIBS SBNgAR46$®) SBN F53149

Product Quantity

De=troying someones lif=: Your target will have l=gal problems or financial problems,
proven methods induding child pom that always works

Spreading fals= information sbout s=omeon= on social media, not ax lif= ruining but =till
masty

Social =ngine=ring to get s=crets from a person, privat= or from some =mploy=-=

30 days= full s=rvic=, i will work E howrs per day for 30 days only on your project

Only sdditionally: prionty ==rvics or 1 full day =xtrs work for complicated cames

Only sdditionaly: &dd this item if youwr targst s a high profile VIP or large public compamy

This is a dark web marketplace offebDank Wébeldat

presents two individuals, VIadimir and George,

T VI adifmicruses on hacking social comediral ac OdDw 1

infiltrating company dat a.
1 Georsgpeeci ali zes in social engineering, sprea
for financial or | egal har m.

Services auU%D pand eBiwtichchi nopt i ons Tthoi sb usyi tien satpapne
cybercrime, identity, tmakitngand dightwpli shboalhg
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21. CaritshogvVYVY KNOWN BALANCE & Worl dwide CC & CV

http://s57divisqlcjtsyutxjz2ww77vI] bwpxgodtijcsr

Cardshop [Proaucefregiaeer Tiooin |

UsA CVWV KNOWN BALANCE

krzwn Balamo= oz [100% fve not some rebbish cants
]
Yo will =t the cument Balanc= {how rnn-:hsunedl]umb‘ycﬂj o waill =t

o= .
ju=t == you et yowr Bead rownd it in cazs your method takes = whils yow know
=xacthy how to mows arcund it.

You will reosive the following cand formats

CC mumber | =sopiny | OV || Tirst name | la=t names | sddre=s | Sty | State |
zip | =mail | L SN

or=dit |

Cands = for o mors wasting time and
mymhﬁﬂamdmﬂﬂm"ﬂlmmwilﬂﬁﬂm

mmwmnﬂmwmn-xnmudn—ge.m“mmm—g-gmmmuﬁ-gugww“mmy
s=rds, y=u will knew EXACTLY hew mush is in thers 55 y=w ssn shargs i withsul wamying !
by !

Product Price Quantity

| 10 x cards with or=dit from 1000 to S000 USD S0 USD = DLD0105 B Sold out |

|51|:Ixc.!r¢lswiﬂ\creditfr|:hmloDDto5DwUSD 350 USD = 0.00407F B }(|

| 10 x cand= wilh credit Trom S000 to 20000 USD 120 USD = 0.00130 § | Sold out |

|51Dxc.!r‘lswiﬂ\creditfn:hm51l)DDtDZDEFDDUSD 450 USD = 0.DOS533 B }(|

| 10 x cards with or=dit fromm 20000 to SPODD USD 180 USD = D.00205 B | Sald auk |

|5Elxc.!r¢lswiﬂ\creditfr|:hm2'DDDDtc-50DDDUSD &S50 USD = 0.DD755 B }(|

10 x mon werilied by viss cangs S000 - 100000 LUSD 250 UsSD = 000251 & }(|

| 50 3 mon werified By visa cands 5000 - 100000 USD | 800 USD = 0.00530 8 x|

Worldwide CC & CWVVW from UK/US/DE/FR/CASIP/AU/NL/IT/CH/DK/EU/Asia

Fr==h ard High Quality ©C & CWW from =il cswntries in the workd,

Dats Format: Card NMumiber | Expire Month | Expirs Year | OW | Card Typ= | HolkSer Name | Cand Lewel | Cowntry | Email

Mot=: Al mry cands ar= i most of them ars nom-AWS | W ). you can ws= amy Take
Billing adfre=s wien you maks carding.

Product Price Quantity

| 15 x ramtom cand with high Balanc= S0 USD = 0.00105 & | Sold aut |

| 50 x ramdom card with high balanc= 235 USD = 0.00261 8 x|

| 15 x camd with high balancs, you can choose country or bank BIN | 120 USD = 000135 B | Sold auk |

| S0 x cand wilth high Dalamo=, you can choos= oounlrny or bank BLN 95 USD = 000343 B }(|

an illegal dar k "wkar deahhdepes selheée s caéeédied car avi t @C

known bal ances
T Services Offered:
o Stolen credit carmceetmaandgli,ndg0otOh r rtdom dbwin O0kO0I,

o Wor |l dwi de CC & CVV data fronmSy arUKau sk Uc o u

Japan, Austr.alia, and more

o No-AVS (Address Verification System) cards
T Pricing:

o Prices r$@0mMged of rqgaB iddt-cioni n ( BTC)

o Buyers can choose random cards or specify
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22. MobiBestStwnmnleocked cell phones vendor

http://rxmyl 3i zgquew65nicavsk6loyyblztngb6puq42f

Mobile Store

Apple iPhones

hm hx-u-laﬂ--n. New and UNLOCKED
‘Select USA or EU depending on which region you are from.

[ iPhone 15 Pro 512G8 Black USA version | 450 USD = 0.00523 8

; iPhone 15 Plus 256G8 Black USA version | 360 USD = 0.00418 8

l iPhone 15 Plus 256G8 Black EU version | 360 USD = 0.00418 8 [ [ 1

Other brands

[ —— S

| somung Gy 520t 512 8 o skt versen | 30050 - o | ()

Samsung Galaxy S24 Ultra 256 GB Titanwm Gray USA version | 290 SO = 0.00337 ¢ | [ 1 | x [

I Samsung Galaxy S24 Ultra 256 GB Teanium Gray EU version | 290 USO = 0.003378 | [ 1 |

[ Google Pixel 8 Pro $12G8 Obsidian 375 uSO = 0.00436 8 | (1 |

wabie Store

N

adar k web meak®tMagbialces8&t brepApplgdd | Phones and
deviasdas pi ci ous,l ypd yBu ipeoicmre s( BTC)

9 Products Offered:
o Applhron@#sPhone 15 Pro & Plus, USA & EU ver
o Samsung Gal ak®@ny®X 4BlUa ¢tk a& Titanium Gray)
o Googl e Pixel 8 Pro
o Al I phoews ankocked, and come with origin
T Pricing:
o Prices r$a&2mge tfor ghmdssiOg nUSfD hcaann trleyt adiolwer t
o Payments 8réecmade (Bl C)

Thesggests stolen or fr,awmdulsarcthl ypraolkotiaigned diew ic
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23. Oni onl dieFatkiet ypSaesrsvpiocretss and | D cards for bit

http://ymvhtgya23wgpez63gyc3kedsvju3mgsby2awnhd

Products | Info Login | Ragistration

Order Process:

After bunying an |D or passport send us a message with your age and gender so we can find 3 matching dataset, alternativehy
you can provide a dataset (name, age, gender, size etc). We will also need a biometric photo in high guality and signature
scanned, we will give maore instructions after youwr purchase.

Passports

Product Price

Lithuanian Fassport 1350 EUR=0.01T08 8 |1 |x m
Netherlands Fsssport 1500 EUR =0018358 |1 |X m
Denmark Fassport 1500 EUR =0.018898 [1 |X

‘Great Britain Passport 1800 EUR = 0.0227T3 B 1 | X m

Canada Passport 1260 EUR = 0.01582 B 1 | X m
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ID Cards

Product Price Quantity

Cz=ch ID Card sooeur=000s238 [ | x[|EERal
Netherlands ID Card 550 EUR =0.00896 8 [1_| X
Denmark ID Card 550 EUR = 0.00856 B %Dx
French ID Card 550 EUR=0.008968 [1 X
Lithuanian ID Cars  500EUR=0.000228 [1 | x [Nl

Drivers Licenses

Product Price Quantity
Norway Drivers License S50 EUR=0008%68 |1 |X
Denmark Drivers Licensa S50 EUR=0.008%6 B |1 |X

Netherlands Drivers License S50 EUR =0.00856 B }1 l X

UK Drivers Licenss 500 EUR =0.008332 B EQ X
a darknet mar ket pl ace called "Onion Ildentity
includindDpasasper,t @and driver's |licenses from va

for the documents and pay using cryptocurrency.
fraud or other illicit activities.
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24 . uUsfidBef ®ke | D stor e

http:/ /1l gcjo7esbfog5td4rd4dgyy7jurpzfeécavpfmcdvkal

USfa.kEIDS Products FAQs Register Login

US Fake Drivers Licenses - Scannable, Holograms, UV etc

Our fake drivers licenses are all scannable, contain original hologram and
UV, microprint, laser engraving etc.

Shipping from the US within 48 hours!

We only sell the best quality, you will not find better IDs anywhere.

| Product | Price _______[Quantity |

Delaware 200 USD = 0.00232 B [ 1 |X
Tinois 200 USD = 0.00232 8 [ 1 |X

South Carolina 200 USD = 0.00232 8 [ 1 |x EEEE
New Jersey 200 USD = 0.00232 & |I|X
Colorado 200 USD = 0.00232 B |I|x
Pennsylvania 200 USD = 0.00232 8 | 1 |X

Montana 200 usD = 0.002328 | 1 |x (BN

Indiana 200 USD = 0.002328 | 1 |X
Wisconsin 200 USD = 0.00232 8 [ 1 |X
Alaska 200 usD = n.00z3z e [ 1 |x [ENEEER

Tennessee 200 USD = 0.00232 8 | 1 |X Buy now |

Arizona 200usD - 0.002328 [ 1 |x (EEEEED

Mew York 200 USD = 0.00232 B [ 1 |X
This Iis a website called "USfakel Ds" selling c
| Ds are adveudlisted, asc e&hnmgeahbl e, and containing s

and microprinttiagshiThef somet té al.mS. within 48 hq
This type of website is illegal and | ikely wused
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25. Countiddr fgehi tQuas Dty USD counterfei

ts

http://gazkxavd4dzzmt5xwfwemy362)jdwhzrcafz7qpd5ku

r

Counterfeit USD

50 USD BILLS

Product Price

[ T

Quantity

Our notes are produced of cotton based paper. They pass the pen
test without problems. UVI is incorporated, so they pass the UV test
as well. They have all necessery security features to be spent at
most retailers.

Free shipping in the US.

25x50USD  325USD =0.00378 B X
50x50USD 500 USD = 0.00581 8 X
100 x 50 USD 900 USD = 0.01046 B X

Counterfeit USD

This is a website called "Counterfei
not es erfer omsbdcoed omaper, can pass pen
to be used at mo st retail ers. Prices

t

usb"

v

sel

and UV te
|l i st ed

ar e

The site also offers fThées s$shypppiohgwebshite ikei

and distribution

of

counterfeit currency.
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26. USAcibheeems ha pci ti zen of the USA

htthpbgd55x24pjoan2pddc2fs6]|l mngbawg562d2qyk6yméd4pe

Citizenship

Become a citizen of the USA, real USA passport

| Iletp
ing you

****'d It will e

ecret! But we can assure you that you won't have any problems with our
nternational shipping is no problem.

ed signature, biometric picture etc) will be given

Product

out bitcoin.

This is a website offering fraudul ent u. S. cit
Numbers (SSN), driver's |licensese dodumenthb <tcCer
initial $1, 000 payment required. The site clair
either their real or a fake identity. Additiaena

type of service is illegal and | ikely a scam.
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27. UKparsesglork passports

http://3bp7szl 6ehbrnitmbyxzvcm3ieu7ba2kys64o0ect

UK Passports

Your UK Passport - Name of your choice!

We are selling original UK Passports made with your info/picture.

Your info will get entered into the official passport database.

So it's possible to travel with our passports.

How we do it? Trade secret!

Information on how to send us your information and pictures will be given after purchase!

You can even enter the UK/EU with our passports, we will add a stamp for the country you

are in before we send you your passport to any country!
Ideal for people who want to work in the EU/UK.

Product J Price J (Quantity J

Your original UK passport with your info/pictures 850 8P = X
This is 50% of the final price, you pay the other 50%

once we show you pictures of your new passport B

NEW: UK bank account with online banking and card. 700 GBP = X
Great for cashing out bitcoin. Accounts are created in a

secure way to make sure they don't get banned. 0010599

Thiss ai website selling fraudulent UK passports
into the official database, making them usabl e
and the site offetstal fakecentsysptampi nTbhbet wo
payment. Additionally, UK bank accounts are off

|l i kely a scam.
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28. -Reéackdirre a hacker for Bitcoin

http://kgdokz5kf4d4xosbsnvdr45uukj hbmdoameb6k6agi]

Rent-A-Hacker

The following prices are estimates, if i think a specific job takes more time and money i will either refund you or
you will end the remaining once we tallked.

If you are unsure about which cabtegory bo choose, choose the lower priced one in question.

Wou will anly piay for succesaful jobs, if i can not do anything for you i will refund you. But leep in mind
depending on your target specific things might talee longer and requine an sddition payment, but only afber i can
bt S e,

Produck

This is a dark web marketpl ace of f efAitHmg kidird. égiatl
claims to provide hacking, soci al engineering,
include emai l and soci al medi a hacking, DDoS at
The prices vary bafsedhen) obhe campilegi t yomssmalke
upg

cybercrimes for 900 EUR. An "instant reply

| JRARTHO| International Journal of Research and Al 218


http://kq4okz5kf4xosbsnvdr45uukjhbm4oameb6k6agjjsydycvflcewl4qd.onion/

E 2025 | JRAR May 2025, Vol umevwla,j rlBd SBNgZR468 )] SBN 53148
29. HOIERh Quality Euro bill counterfeits

http://odahix2ysdtgp4l gak4h2rsnd35dmkdx3ndzj bdh

"™ 250° HQER - High Quality Euro

o 28" Replicas / Counterfeits

Products Info  Login  Register

Counterfeit 50 Euro Bills

Our notes are produced of cotton based paper. They pass the pen test without problems. UVI is
incorporated, so they pass the UV test as well. They have all necessery security features to be
spent at most retailers

FREE EXPRESS SHIPPING! We are shipping from france!

Update: lowered prices for old 50 EUR series, new series will be in stock later.
Notes can still be used in every shop in europe, only avoid banks as usual

Product Price Quantity

25x50 Euro Bills 275 EUR = 0.00348 B ‘ ! |XW
60 x50 Euro Bils 490 EUR=0.00620 B ‘ ! |X W
120x 50 Euro Bills 850 EUR=0.01076 B ‘ ! |Xm

This is an ill egal dark web marketpl aceHisgh | Qual
Euro Replicas /eCouatms ftehat.t'hdhfealkétbanknotes
making them difficult to detect. They offer dif
275 EUR for 25 Dbills to 850 heURs eflolrerls2 Oc Ibaiilm st,o
provide "free express shipping.
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B30App!l es 4iBipthcooniens , |l pads and more for bitcoin

http://awsvrc7occzj2yeyqgevyrw7ji5ejuyofhfomidhh

Apples 4 Bitcoin

Iphone

Erand new iPhones EU and US wersions.

We ship from the EU and from the US, so there will b2 no mport taxes!
All phones are factory unlocked and work internationally.

The iPhones are MOT reported as stolen!

Product Price Quan tity

iPhone 15 Pro 1TB US Black 500 USD =0.00572 B E] X
iPhone 15 Fro 1TE LS White 550 USD = 0.00620 8 D *
iPhone 15 Fro 1TB EU Black 800 USD =0.00627 B El x
iPhone 15 Fro 1TE EU White 600 USD = 0.00627 B El *
iPhone 15 Flus 512G8 US Black 450 USD = 0.00515 8 D x
iPhone 15 Flus 512G8 EU Black 420 USD = 0.00540 8 El x

Macbook Pro

Machook newest models from this year, cnly Bmited amounts available.
We ship from the EL) and from the US, sothere will b2 no import taxes!

Product Price Quantity

Macbook Fro M2 Msx 147 14 CORE CPU 30 CORE GPU 36GE RAM 1TB 550D 1100 WSO =0.01258 ){

Black B

Macbook Fro M2 Msx 187 14 CORE CPU 30 CORE GPU 36GE RAM 1TB 350D 1200 USD = 0.01488 *

Black B

. - 1 X
M_a.::l:_ll:-l:uk Air M2 157 8 CORE CPU 10 CORE GFU 258 FAM 25658 53D 500 USD = 0.00572 B
o
Macbook Air M3 137 8 CORE CPU & CORE GFU 8G8 RAM 25858 330D *
450 UsSD = D515 B

e
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Mac Pro

Mac Pro newest models from this year, only Bmited amounts awailable.
We ship from the EU and from the US, so there will b= no mport taxss

Product Price Quantity
Mac Pro Towser Stainless steel with feet M2 Ulkra 24 Core CPU 60 Core GPU 32 Core 2200 LED = 1 £l
Meural Engin= 128 G8 Ram 8TB 550D D.03662 B

Mac Pro Tower Stainless steel with feet M2 Ultra 24 Come CPU 76 Core GPU 32 Core 3500 LIED = 1 x
Meural Engine 182 58 Ram 8TE S50 D.o£Lo0s B

Other Apple products

All products are the newest models from this year. only limited amounts awvailable.
WWe ship from the EU and from the US, so there will b= no mport taxes

Product Price Qwantity
iMac M3 24-inch 4 5 Retina 8 Core CPU 10 Core GPU 51268 S50 2G8 RAM 600 USD = 000627 1 &
o ¢
iMac M3 24-inch 4 5K Retina 8 Core CPUY 10 Core GPU 512G8B S50 868 RAM 2800 USD = D.02075 1 A
Pink B

row
Mac Studic 12 Core CPU 30 Core GPU 18 Core Meural Engine 32GE RAM 512G8 700 USD = 0.00201 1 o
S50 Silver B

Buy no

1900 USD = 0.02174 1 | X

Pro Display XDR 32-nch Retina Gk MNano-texture glass B

700 UsD = 0.00=201

B
o

iFad Pra 12.9 inch Liquid Retina XDR 2TB Space Gray

650 USD = 000744 1 |=
iPad Pro 11 inch Liquid Retina XDR 2TE Siver Ba
1 X

Apple \ision Pro 1TB 1450 USD = 0.O1658

B —

“ ¥,
This is an website called "Apples 4 Bitcoin,"
Pros, and other Apple devices in exchange for B

T The sitPlhsheMasBooks, Mac Pros, 1 Macs, i Pads

T Prices auU*D lamsd eBli ticnoin (BTC)
T Clanmsi mpoduettaaeEBU and US shipping.

T Produdtastanrg anmoockegorted as stol en
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31.sinaloa cartel mar ket pl ace

http://jgs7l eihd3enpo6b7fjlryxwg2x5o0x7yp6l n5wpf

g
< The Sinaloa Cartel Marketplace
MURDER FOR HIRE, ASSAULT, ARSON

Welcome to Sinaloa Cartel marketplace!

Under the shelter and protecton of the Deep Web, our hundreds of Sinaloa Cartel members offer y ou high-quality drugs, guns, and
professional assault services at affordable costs.

We can kill any person you want, as long as is nota presidentor very imporantperson thatis guarded by military.

We can make the murder look accidental, so that Police will notsuspect any one.

We also do kidnappings, beatings, and set fire tb properties.

Murder, wet work, assault; arson can be easily provided worldwide by our experienced
strongmen via a secure way, while y ou remain fully anonymous and your order confid ential.

Thousands of happy custbmers recommend our products and services such as drugs, guns,
assault, arson, and murder.

You can place the order on our marketplace anonymously without providing your name, email,
phone number or address. Only description about the job and the mark.

You will need to provide proof you have the funds available, but you pay after thejob is
completad.

The selected killer doing your job can notscam y ou because he does not receive pay mentuntl
thejob isdone.

You can choose your heavie, goon, enforcer, juce man, leg-breaker, socongman, shylock, repo man, bagman from a large selection of
criminals providing services in various countries.

Customers are fully anony mous on our website. We advise our custbmers to mask their IP addresses wh en visiting the site. Thisis done
by using the Tor browser or trusted VP N.

Pay ments are secured as they are made through bitcoins. We do notask for any advance payments and the customer pays from the
personal wallet after the job has been done.

Mo risky meet-upsare required. You are exposed 1 the potential of blackmail or arrestf you meeta drug dealer or vendor face o face.
0On the internet, y ou are anony mous.

Buy drugs, guns or hire a vendor the safestand easiest way by submitting an order while hiding your IP and personal information.
Sinaloa Cartel vendors will provide the goods or services in the most effective and discreet manner.

All services providers on our website have been thoroughly checked before approval and we guarantee thatthere are no undercover
cops or law enforcementagents among them. This is done by asking them to harm specific people that we can check afterward, knowing
that cops will never be allowed 0 harminnocents for the sole purpose of infilirating our service.

Customers will never provide their real names, addresses, phone numbers or other personally
identifiable informetion, so there is no incenfive for any one to hack our website as there is no information
o steal or to share with the police.

Deliv ery information, messages and mark information for murder jobs are permanently destroyed as
soon as the job is done. All communications and temporary information submitted through our website is
stored securely and encrypted then destroyed when no longer necessary.

If cops will try to disguise as customers and submit orders asking for drugs or guns, they wil receiv e the iterns in packages with fake
sender information, afier submitdng bitcoin to the escrow system.

Itis very risky for law enforcement agents to place murdering orders on fake marks in order o frap our contract killers because our
killers will check thermark and the surroundings for several day s without carrying a gun before cormpleting the order. If they wil spot
anything suspicious, they have the rightto abortthe order and the customer will get the money back from the escrow system.

Further more, cops thatwill ry to place trapping orders risk having their decoy killed by the assigned contractkiller in case their
security agents will cover too well and won't be spothed.

Police cannotrisk having their decoys killed even if they will catch the killer afterward, this leading to our hitmen o encounter almost no
frapping orders during their entire activity.

"Sinaloa Cartel Mar ket pl ace" website thgst, cdsasa
arson, drugs, and weapons for sale on the dark
Bitcoin, and claims to screen users to avoid |

measur es f onrs avnodi dpiong cseca r aps
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32.hire a killer

http://3zIlbrp2rjl55xunho3hxxs6uzadtnl fqgx6hd4aj 7n

This is a dark web markgtepémnececadveTheswalhbscbat
hired assassins worl dwi de, of fering anonymity

politicigmeofadnde hinglh vi dual s are exceptieams.t ol ha
revealing personal details and communicating on

free way to order murders without direct contac
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